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A vulnerability in the Rate Limiting Network Address Translation (NAT) feature of Cisco I0S XE Software could allow an un:
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware

Hardware

Vendor Product Version Update Edition Language
Cisco Asr 1000 - All All All
Cisco Asr 1000-esp100 - All All All
Cisco Asr 1000-x - All All All
Cisco Asr 1001 - All All All
Cisco Asr 1001-hx - All All All
Cisco Asr 1001-hx R - All All All
Cisco Asr 1001-x - All All All
Cisco Asr 1001-x R - All All All
Cisco Asr 1002 - All All All
Cisco Asr 1002-hx - All All All
Cisco Asr 1002-hx R - All All All
Cisco Asr 1002-x - All All All
Cisco Asr 1002-x R - All All All
Cisco Asr 1004 - All All All
Cisco Asr 1006 - All All All
Cisco Asr 1006-x - All All All
Cisco Asr 1009-x - All All All
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Hardware Cisco Asr 1013 - All All All

Hardware Cisco Asr 1023 - All All All

Operating System Cisco los Xe All All All All

Reference Source Link Tags

Cisco I0S XE Software Rate Limiting Network Address Translation Denial of Service Vulnerability ~CISCO tools.cisco.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical,
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

317046 Cisco Internetwork Operating System (I0OS) XE Software Rate Limiting Network Address Translation Denial of Service (DoS)
Vulnerability (cisco-sa-ratenat-pYVLA7wM)
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