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Assigner
Source Priority
Published
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Description

/

CVE-2021-1897

MITRE NVD CVE.ORG Print: PDF %5

CVE-2021-1897

PUBLIC

product-security@qualcomm.com

CVE Program / NVD first with legacy fallback
2021-07-13 06:15:00 UTC

2021-07-15 18:49:00 UTC

Possible Buffer Over-read due to lack of validation of boundary checks when loading splash image in Snapdragon Consum

| 1|

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Hardware
Operating System
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware

Operating System

Hardware

Vendor Product Version Update Edition Language
Qualcomm Apqg8009 - All All All
Qualcomm Apq8009w - All All All
Qualcomm Apg8009w Firmware - All All All
Qualcomm Apg8009 Firmware - All All All
Qualcomm Apqg8053 - All All All
Qualcomm Apg8053 Firmware - All All All
Qualcomm Aqt1000 - All All All
Qualcomm Aqt1000 Firmware - All All All
Qualcomm Mdm9206 - All All All
Qualcomm Mdm9206 Firmware - All All All
Qualcomm Msm8909w - All All All
Qualcomm Msm8909w Firmware - All All All
Qualcomm Qca6420 - All All All
Qualcomm Qcab420 Firmware - All All All
Qualcomm Qca6430 - All All All
Qualcomm Qcab430 Firmware - All All All
Qualcomm Qca9367 - All All All


https://cve.report/
https://cve.report/CVE-2021-1897/mitre
https://cve.report/CVE-2021-1897/nist
https://cve.report/CVE-2021-1897/cve_org
https://cve.report/CVE-2021-1897.pdf
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/apq8009
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/apq8009w
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/apq8009w_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/apq8009_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/apq8053
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/apq8053_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/aqt1000
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/aqt1000_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/mdm9206
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/mdm9206_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8909w
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8909w_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6420
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6420_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6430
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6430_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9367
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Operating System
Hardware
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Qualcomm

Qca9367 Firmware
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Qca9377 Firmware

Qualcomm215

Qualcomm?215 Firmware

Sd205

Sd205 Firmware
Sd210

Sd210 Firmware
Sd675

Sd675 Firmware
Sd678

Sd678 Firmware
Sd720g

Sd720g Firmware
Sd730

Sd730 Firmware
Sd855

Sd855 Firmware
Sda429w
Sda429w Firmware
Sdx50m

Sdx50m Firmware
Sdx55

Sdx55m

Sdx55m Firmware
Sdx55 Firmware
Sd 675

Sd 675 Firmware
Sm6250

Sm6250 Firmware
Wcd9326
Wcd9326 Firmware
Wcd9330

Wcd9330 Firmware
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http://cve.report/software/qualcomm/qualcomm215
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http://cve.report/software/qualcomm/sd675_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sd678
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sd678_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sd720g
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sd720g_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sd730
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sd730_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sd855
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sd855_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sda429w
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sda429w_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sdx50m
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sdx50m_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sdx55
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sdx55m
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sdx55m_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sdx55_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sd_675
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sd_675_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sm6250
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sm6250_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcd9326
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcd9326_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcd9330
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcd9330_firmware
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Wcd9340 Firmware

Wcd9341

Wcd9341 Firmware

Wcd9370

Wcd9370 Firmware

Wcd9375

Wcd9375 Firmware

Wcd9380

Wcd9380 Firmware

Wecn3610

Wcn3610 Firmware

Wcn3615

Wcn3615 Firmware

Wcn3620

Wcn3620 Firmware

Wcn3660b

Wcn3660b Firmware

Wcn3680

Wcn3680b

Wcn3680b Firmware

Wcn3680 Firmware

Wcn3950

Wcn3950 Firmware

Wcn3980

Wcn3980 Firmware

Wcn3988

Wcn3988 Firmware

Wcn3991

Wcn3991 Firmware

Wcn3998

Wcn3998 Firmware

Wsa8810

Wsa8810 Firmware

Wsa8815
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http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcd9341_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcd9370
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcd9370_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcd9375
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcd9375_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcd9380
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcd9380_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3610
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3610_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3615
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3615_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3620
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3620_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3660b
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3660b_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3680
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3680b
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3680b_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3680_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3950
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3950_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3980
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3980_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3988
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3988_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3991
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3991_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3998
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3998_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8810
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8810_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8815

l Operating System Qualcomm Wsa8815 Firmware

- All All All

References

Reference Source
July 2021 Security Bulletin | Qualcomm CONFIRM
CVE Program record CVE.ORG
NVD vulnerability detail NVD

Link Tags
www.qualcomm.com
WWW.Ccve.org canonical

nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

610351 Google Pixel Android July 2021 Security Patch Missing
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