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VE-2021-1

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2021-1906
State PUBLIC
Assigner product-security@qualcomm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-05-07 09:15:00 UTC
Updated 2021-05-12 15:23:00 UTC
Description Improper handling of address deregistration on failure can lead to new GPU address allocation failure. in Snapdragon Auto.

/ |

Risk And Classification

EPSS: 0.001390000 probability, percentile 0.337410000 (date 2026-04-01)
CISA KEV: Listed on 2021-11-03; due 2021-11-17; ransomware use Unknown
Problem Types: CWE-755

CISA Known Exploited Vulnerability

Vendor Qualcomm

Product Multiple Chipsets

Name Qualcomm Multiple Chipsets Detection of Error Condition Without Action Vulnerability
Required Action Apply updates per vendor instructions.

Notes https://nvd.nist.gov/vuln/detail/CVE-2021-1906

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Qualcomm Apq8009 - All All All
Hardware Qualcomm Apq8009w - All All All
Operating System Qualcomm Apq8009w Firmware - All All All
Operating System Qualcomm Apg8009 Firmware - All All All
Hardware Qualcomm Apg8017 - All All All
Operating System Qualcomm Apq8017 Firmware - All All All
Hardware Qualcomm Apg8053 - All All All
Operatina Svstem Qualcomm Apa8053 Firmware - All All All
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