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CVE-2021-1928

MITRE NVD CVE.ORG Print: PDF %5

CVE-2021-1928

PUBLIC

product-security@qualcomm.com

CVE Program / NVD first with legacy fallback
2021-09-08 12:15:00 UTC

2021-09-14 18:46:00 UTC

Buffer over read could occur due to incorrect check of buffer size while flashing emmc devices in Snapdragon Connectivity,

| 1|

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)
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Vendor Product Version Update Edition Language
Qualcomm Apqg8009 - All All All
Qualcomm Apqg8009 Firmware - All All All
Qualcomm Apqg8053 - All All All
Qualcomm Apg8053 Firmware - All All All
Qualcomm Ar9380 - All All All
Qualcomm Ar9380 Firmware - All All All
Qualcomm Csr8811 - All All All
Qualcomm Csr8811 Firmware - All All All
Qualcomm lpg4018 - All All All
Qualcomm Ipg4018 Firmware - All All All
Qualcomm lpg4019 - All All All
Qualcomm Ipg4019 Firmware - All All All
Qualcomm lpg4028 - All All All
Qualcomm Ipg4028 Firmware - All All All
Qualcomm Ipg4029 - All All All
Qualcomm Ipg4029 Firmware - All All All

Qualcomm Ipg5010 - All All All


https://cve.report/
https://cve.report/CVE-2021-1928/mitre
https://cve.report/CVE-2021-1928/nist
https://cve.report/CVE-2021-1928/cve_org
https://cve.report/CVE-2021-1928.pdf
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/apq8009
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/apq8009_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/apq8053
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/apq8053_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ar9380
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ar9380_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/csr8811
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/csr8811_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq4018
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq4018_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq4019
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq4019_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq4028
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq4028_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq4029
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq4029_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq5010

Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Operating System
Operating System
Hardware

Hardware

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Ipg5010 Firmware
Ipg5018

Ipg5018 Firmware
Ipg6000

Ipg6000 Firmware
Ipg6005

Ipg6005 Firmware
Ipg6010

Ipg6010 Firmware
Ipg6018

Ipg6018 Firmware
Ipg6028

Ipg6028 Firmware
Ipg8064

Ipg8064 Firmware
Ipg8065

Ipg8065 Firmware
Ipg8068

Ipg8068 Firmware
Ipg8069

Ipg8069 Firmware
Ipg8070
Ipg8070a
Ipg8070a Firmware
Ipg8070 Firmware
Ipg8071
Ipg8071a
Ipg8071a Firmware
Ipg8071 Firmware
Ipg8072
Ipg8072a
Ipg8072a Firmware
Ipg8072 Firmware
Ipg8074

Ipq8074a

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq5010_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq5018
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq5018_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq6000
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq6000_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq6005
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq6005_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq6010
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq6010_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq6018
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq6018_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq6028
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq6028_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq8064
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq8064_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq8065
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq8065_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq8068
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq8068_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq8069
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq8069_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq8070
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq8070a
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq8070a_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq8070_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq8071
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq8071a
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq8071a_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq8071_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq8072
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq8072a
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq8072a_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq8072_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq8074
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq8074a

Operating System
Operating System
Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Operating System
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System

Hardware

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Ipg8074a Firmware
Ipq8074 Firmware
Ipg8076

Ipg8076a
Ipg8076a Firmware
Ipg8076 Firmware
Ipg8078

Ipg8078a
Ipq8078a Firmware
Ipg8078 Firmware
Ipg8173

Ipg8173 Firmware
Ipg8174

Ipg8174 Firmware
Mdm9206
Mdm9206 Firmware
Pmp8074
Pmp8074 Firmware
Qca4024

Qca4024 Firmware
Qca6310

Qca6310 Firmware
Qcab320

Qca6320 Firmware
Qca6335

Qcab335 Firmware
Qcab428

Qcab428 Firmware
Qcab6438

Qcab6438 Firmware
Qcab6694

Qcab694 Firmware
Qca7500

Qca7500 Firmware

Qca8072

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq8074a_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq8074_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq8076
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq8076a
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq8076a_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq8076_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq8078
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq8078a
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq8078a_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq8078_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq8173
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq8173_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq8174
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq8174_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/mdm9206
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/mdm9206_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pmp8074
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pmp8074_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca4024
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca4024_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6310
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6310_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6320
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6320_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6335
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6335_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6428
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6428_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6438
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6438_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6694
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6694_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca7500
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca7500_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca8072

Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System

Hardware

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qca8072 Firmware

Qca8075

Qca8075 Firmware

Qca8081

Qca8081 Firmware

Qca9367

Qca9367 Firmware

Qca9377

Qca9377 Firmware

Qca9531

Qca9531 Firmware

Qca9558

Qca9558 Firmware

Qca9561

Qca9561 Firmware

Qca9563

Qca9563 Firmware

Qca9880

Qca9880 Firmware

Qca9882

Qca9882 Firmware

Qca9886

Qca9886 Firmware

Qca9887

Qca9887 Firmware

Qca9888

Qca9888 Firmware

Qca9889

Qca9889 Firmware

Qca9896

Qca9896 Firmware

Qca9898

Qca9898 Firmware

Qca9980

Qca9980 Firmware

Qca9982

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca8072_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca8075
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca8075_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca8081
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca8081_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9367
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9367_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9377
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9377_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9531
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9531_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9558
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9558_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9561
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9561_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9563
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9563_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9880
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9880_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9882
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9882_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9886
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9886_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9887
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9887_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9888
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9888_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9889
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9889_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9896
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9896_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9898
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9898_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9980
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9980_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9982

Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware

Operating System

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qca9982 Firmware

Qca9984

Qca9984 Firmware

Qca9985

Qca9985 Firmware

Qca9990

Qca9990 Firmware

Qca9992

Qca9992 Firmware

Qca9994

Qca9994 Firmware

Qcn5021

Qcn5021 Firmware

Qcn5022

Qcn5022 Firmware

Qcn5024

Qcn5024 Firmware

Qcn5052

Qcn5052 Firmware

Qcn5054

Qcn5054 Firmware

Qcn5064

Qcn5064 Firmware

Qcn5121

Qcn5121 Firmware

Qcn5122

Qcn5122 Firmware

Qcn5124

Qcn5124 Firmware

Qcn5152

Qcn5152 Firmware

Qcn5154

Qcn5154 Firmware

Qcn5164

Qcn5164 Firmware

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9982_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9984
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9984_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9985
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9985_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9990
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9990_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9992
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9992_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9994
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9994_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn5021
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn5021_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn5022
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn5022_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn5024
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn5024_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn5052
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn5052_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn5054
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn5054_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn5064
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn5064_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn5121
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn5121_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn5122
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn5122_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn5124
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn5124_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn5152
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn5152_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn5154
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn5154_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn5164
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn5164_firmware

Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System

Hardware

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qualcomm

Qcn5500

Qcn5500 Firmware

Qcn5502

Qcn5502 Firmware

Qcn5550

Qcn5550 Firmware

Qcn6023

Qcn6023 Firmware

Qcn6024

Qcn6024 Firmware

Qcn9000

Qcn9000 Firmware

Qcn9012

Qcn9012 Firmware

Qcn9022

Qcn9022 Firmware

Qcn9024

Qcn9024 Firmware

Qcn9070

Qcn9070 Firmware

Qcn9072

Qcn9072 Firmware

Qcn9074

Qcn9074 Firmware

Qcn9100

Qcn9100 Firmware

Qfe1922

Qfe1922 Firmware

Qfe1952

Qfe1952 Firmware

Qualcomm215

Qualcomm215 Firmware

Sd205

Sd205 Firmware

Sd210

AdAaA —

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn5500
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn5500_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn5502
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn5502_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn5550
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn5550_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn6023
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn6023_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn6024
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn6024_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn9000
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn9000_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn9012
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn9012_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn9022
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn9022_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn9024
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn9024_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn9070
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn9070_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn9072
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn9072_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn9074
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn9074_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn9100
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn9100_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qfe1922
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qfe1922_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qfe1952
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qfe1952_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qualcomm215
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qualcomm215_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sd205
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sd205_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sd210

uperating Sysiem wuaicomm S0210 Firmware - Al Al Al
Hardware Qualcomm Sda429w - All All All
Operating System Qualcomm Sda429w Firmware - All All All
Hardware Qualcomm Wcd9326 - All All All
Operating System Qualcomm Wcd9326 Firmware - All All All
Hardware Qualcomm Wcd9330 - All All All
Operating System Qualcomm Wcd9330 Firmware - All All All
Hardware Qualcomm Wcd9340 - All All All
Operating System Qualcomm Wcd9340 Firmware - All All All
Hardware Qualcomm Wcn3610 - All All All
Operating System Qualcomm Wcn3610 Firmware - All All All
Hardware Qualcomm Wcn3620 - All All All
Operating System Qualcomm Wcn3620 Firmware - All All All
Hardware Qualcomm Wcn3660b - All All All
Operating System Qualcomm Wcn3660b Firmware - All All All
Hardware Qualcomm Wcn3680b - All All All
Operating System Qualcomm Wcn3680b Firmware - All All All
Hardware Qualcomm Wcn3980 - All All All
Operating System Qualcomm Wcn3980 Firmware - All All All
Hardware Qualcomm Wsa8810 - All All All
Operating System Qualcomm Wsa8810 Firmware - All All All
Hardware Qualcomm Wsa8815 - All All All
Operating System Qualcomm Wsa8815 Firmware - All All All
Reference Source Link Tags
August 2021 Security Bulletin | Qualcomm CONFIRM www.qualcomm.com
CVE Program record CVE.ORG WWW.CVe.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,


http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sd210_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sda429w
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sda429w_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcd9326
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcd9326_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcd9330
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcd9330_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcd9340
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcd9340_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3610
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3610_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3620
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3620_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3660b
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3660b_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3680b
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3680b_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3980
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3980_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8810
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8810_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8815
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8815_firmware
https://www.qualcomm.com/company/product-security/bulletins/august-2021-bulletin
https://www.cve.org/CVERecord?id=CVE-2021-1928
https://nvd.nist.gov/vuln/detail/CVE-2021-1928
https://cve.report/

completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2021-1928
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References


