CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2021-1936

MITRE NVD CVE.ORG Print: PDF %5

CVE-2021-1936

PUBLIC

product-security@qualcomm.com

CVE Program / NVD first with legacy fallback
2021-10-20 07:15:00 UTC

2021-10-26 17:54:00 UTC

Null pointer dereference can occur due to lack of null check for user provided input in Snapdragon Auto, Snapdragon Comg

| 1|

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware

Operating System

Hardware

Vendor Product Version Update Edition Language
Qualcomm Apg8009w - All All All
Qualcomm Apq8009w Firmware - All All All
Qualcomm Apqg8017 - All All All
Qualcomm Apg8017 Firmware - All All All
Qualcomm Apqg8053 - All All All
Qualcomm Apg8053 Firmware - All All All
Qualcomm Apg8064au - All All All
Qualcomm Apg8064au Firmware - All All All
Qualcomm Apg8096au - All All All
Qualcomm Apg8096au Firmware - All All All
Qualcomm Agt1000 - All All All
Qualcomm Aqgt1000 Firmware - All All All
Qualcomm Msm8909w - All All All
Qualcomm Msm8909w Firmware - All All All
Qualcomm Msm8917 - All All All
Qualcomm Msm8917 Firmware - All All All
Qualcomm Msm8937 - All All All


https://cve.report/
https://cve.report/CVE-2021-1936/mitre
https://cve.report/CVE-2021-1936/nist
https://cve.report/CVE-2021-1936/cve_org
https://cve.report/CVE-2021-1936.pdf
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/apq8009w
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/apq8009w_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/apq8017
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/apq8017_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/apq8053
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/apq8053_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/apq8064au
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/apq8064au_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/apq8096au
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/apq8096au_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/aqt1000
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/aqt1000_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8909w
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8909w_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8917
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8917_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8937

Operating System Qualcomm Msm8937 Firmware - All All All

Hardware Qualcomm Msm8953 - All All All
Operating System Qualcomm Msm8953 Firmware - All All All
Hardware Qualcomm Msm8996au - All All All
Operating System Qualcomm Msm8996au Firmware - All All All
Hardware Qualcomm Pm8937 - All All All
Operating System Qualcomm Pm8937 Firmware - All All All
Hardware Qualcomm Qca6310 - All All All
Operating System Qualcomm Qca6310 Firmware - All All All
Hardware Qualcomm Qca6320 - All All All
Operating System Qualcomm Qca6320 Firmware - All All All
Hardware Qualcomm Qcab335 - All All All
Operating System Qualcomm Qca6335 Firmware - All All All
Hardware Qualcomm Qca6390 - All All All
Operating System Qualcomm Qca6390 Firmware - All All All
Hardware Qualcomm Qca6391 - All All All
Operating System Qualcomm Qca6391 Firmware - All All All
Hardware Qualcomm Qca6420 - All All All
Operating System Qualcomm Qcab420 Firmware - All All All
Hardware Qualcomm Qcab421 - All All All
Operating System Qualcomm Qcab421 Firmware - All All All
Hardware Qualcomm Qcab426 - All All All
Operating System Qualcomm Qcab426 Firmware - All All All
Hardware Qualcomm Qcab430 - All All All
Operating System Qualcomm Qca6430 Firmware - All All All
Hardware Qualcomm Qca6431 - All All All
Operating System Qualcomm Qcab431 Firmware - All All All
Hardware Qualcomm Qcab436 - All All All
Operating System Qualcomm Qcab436 Firmware - All All All
Hardware Qualcomm Qcab564 - All All All
Hardware Qualcomm Qca6564a - All All All
Hardware Qualcomm Qcab564au - All All All
Operating System Qualcomm Qcab564au Firmware - All All All
Operating System Qualcomm Qca6564a Firmware - All All All

Operating System Qualcomm Qcab564 Firmware - All All All
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