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CVE CVE-2021-1940
State PUBLIC
Assigner product-security@qualcomm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-07-13 06:15:00 UTC
Updated 2023-06-12 07:15:00 UTC
Description Use after free can occur due to improper handling of response from firmware in Snapdragon Auto, Snapdragon Compute, £

/ |

1|

Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Qualcomm Aqgt1000 - All All All
Operating System Qualcomm Aqt1000 Firmware - All All All
Hardware Qualcomm Ar8031 - All All All
Operating System Qualcomm Ar8031 Firmware - All All All
Hardware Qualcomm Ar8035 - All All All
Operating System Qualcomm Ar8035 Firmware - All All All
Hardware Qualcomm Csra6620 - All All All
Operating System Qualcomm Csrab620 Firmware - All All All
Hardware Qualcomm Csra6640 - All All All
Operating System Qualcomm Csrab640 Firmware - All All All
Hardware Qualcomm Fsm10055 - All All All
Operating System Qualcomm Fsm10055 Firmware - All All All
Hardware Qualcomm Fsm10056 - All All All
Operating System Qualcomm Fsm10056 Firmware - All All All
Hardware Qualcomm Qca6391 - All All All
Operating System Qualcomm Qca6391 Firmware - All All All
Hardware Qualcomm Qcab6420 - All All All
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Reference Source Link Tags

Qualcomm NPU Use-After-Free / Information Leak =~ Packet Storm MISC packetstormsecurity.com

July 2021 Security Bulletin | Qualcomm CONFIRM  www.qualcomm.com

CVE Program record CVE.ORG  www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

610352 Google Android Devices July 2021 Security Patch Missing
610359 Google Android August 2021 Security Patch Missing for LGE

610360 Google Android August 2021 Security Patch Missing for Samsung
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site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3990_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3991
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3991_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3998
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3998_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3999
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3999_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8810
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8810_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8815
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8815_firmware
http://packetstormsecurity.com/files/172856/Qualcomm-NPU-Use-After-Free-Information-Leak.html
https://www.qualcomm.com/company/product-security/bulletins/july-2021-bulletin
https://www.cve.org/CVERecord?id=CVE-2021-1940
https://nvd.nist.gov/vuln/detail/CVE-2021-1940
http://cve.report/qid/610352
http://cve.report/qid/610359
http://cve.report/qid/610360
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2021-1940
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


