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Summary

CVE CVE-2021-1962

State PUBLIC

Assigner product-security@qualcomm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-09-09 08:15:00 UTC

Updated 2021-09-22 13:38:00 UTC

Description Buffer Overflow while processing IOCTL for getting peripheral endpoint information there is no proper validation for input maximum endpoint pair and its size in Snapdragon Auto, Snapdragon Consumer IOT, Snapdragon Industrial IOT, Snapdragon Mobile, Snapdragon Wearables, Snapdragon Wired Infrastructure and Networking

Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Qualcomm Aqt1000 - All All All

Operating System Qualcomm Aqt1000 Firmware - All All All

Hardware Qualcomm Ar9380 - All All All

Operating System Qualcomm Ar9380 Firmware - All All All

Hardware Qualcomm Fsm10055 - All All All

Operating System Qualcomm Fsm10055 Firmware - All All All

Hardware Qualcomm Fsm10056 - All All All

Operating System Qualcomm Fsm10056 Firmware - All All All

Hardware Qualcomm Ipq8064 - All All All

Operating System Qualcomm Ipq8064 Firmware - All All All

Hardware Qualcomm Ipq8065 - All All All

Operating System Qualcomm Ipq8065 Firmware - All All All

Hardware Qualcomm Ipq8068 - All All All

Operating System Qualcomm Ipq8068 Firmware - All All All

Hardware Qualcomm Ipq8069 - All All All

Operating System Qualcomm Ipq8069 Firmware - All All All

Hardware Qualcomm Mdm9150 - All All All
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Hardware Qualcomm Mdm9150 - All All All

Operating System Qualcomm Mdm9150 Firmware - All All All

Hardware Qualcomm Qca6391 - All All All

Operating System Qualcomm Qca6391 Firmware - All All All

Hardware Qualcomm Qca6420 - All All All

Operating System Qualcomm Qca6420 Firmware - All All All

Hardware Qualcomm Qca6430 - All All All

Operating System Qualcomm Qca6430 Firmware - All All All

Hardware Qualcomm Qca6574 - All All All

Hardware Qualcomm Qca6574a - All All All

Hardware Qualcomm Qca6574au - All All All

Operating System Qualcomm Qca6574au Firmware - All All All

Operating System Qualcomm Qca6574a Firmware - All All All

Operating System Qualcomm Qca6574 Firmware - All All All

Hardware Qualcomm Qca6584au - All All All

Operating System Qualcomm Qca6584au Firmware - All All All

Hardware Qualcomm Qca6595 - All All All

Hardware Qualcomm Qca6595au - All All All

Operating System Qualcomm Qca6595au Firmware - All All All

Operating System Qualcomm Qca6595 Firmware - All All All

Hardware Qualcomm Qca6696 - All All All

Operating System Qualcomm Qca6696 Firmware - All All All

Hardware Qualcomm Qca9531 - All All All

Operating System Qualcomm Qca9531 Firmware - All All All

Hardware Qualcomm Qca9558 - All All All

Operating System Qualcomm Qca9558 Firmware - All All All

Hardware Qualcomm Qca9561 - All All All

Operating System Qualcomm Qca9561 Firmware - All All All

Hardware Qualcomm Qca9563 - All All All

Operating System Qualcomm Qca9563 Firmware - All All All

Hardware Qualcomm Qca9880 - All All All

Operating System Qualcomm Qca9880 Firmware - All All All

Hardware Qualcomm Qca9882 - All All All

Operating System Qualcomm Qca9882 Firmware - All All All

Hardware Qualcomm Qca9886 - All All All

Operating System Qualcomm Qca9886 Firmware - All All All
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Hardware Qualcomm Qca9887 - All All All

Operating System Qualcomm Qca9887 Firmware - All All All

Hardware Qualcomm Qca9888 - All All All

Operating System Qualcomm Qca9888 Firmware - All All All

Hardware Qualcomm Qca9889 - All All All

Operating System Qualcomm Qca9889 Firmware - All All All

Hardware Qualcomm Qca9896 - All All All

Operating System Qualcomm Qca9896 Firmware - All All All

Hardware Qualcomm Qca9898 - All All All

Operating System Qualcomm Qca9898 Firmware - All All All

Hardware Qualcomm Qca9980 - All All All

Operating System Qualcomm Qca9980 Firmware - All All All

Hardware Qualcomm Qca9982 - All All All

Operating System Qualcomm Qca9982 Firmware - All All All

Hardware Qualcomm Qca9984 - All All All

Operating System Qualcomm Qca9984 Firmware - All All All

Hardware Qualcomm Qca9990 - All All All

Operating System Qualcomm Qca9990 Firmware - All All All

Hardware Qualcomm Qca9992 - All All All

Operating System Qualcomm Qca9992 Firmware - All All All

Hardware Qualcomm Qca9994 - All All All

Operating System Qualcomm Qca9994 Firmware - All All All

Hardware Qualcomm Qcs410 - All All All

Operating System Qualcomm Qcs410 Firmware - All All All

Hardware Qualcomm Qcs605 - All All All

Operating System Qualcomm Qcs605 Firmware - All All All

Hardware Qualcomm Qcs610 - All All All

Operating System Qualcomm Qcs610 Firmware - All All All

Hardware Qualcomm Qualcomm215 - All All All

Operating System Qualcomm Qualcomm215 Firmware - All All All

Hardware Qualcomm Sa6145p - All All All

Operating System Qualcomm Sa6145p Firmware - All All All

Hardware Qualcomm Sa6150p - All All All

Operating System Qualcomm Sa6150p Firmware - All All All

Hardware Qualcomm Sa6155 - All All All

Hardware Qualcomm Sa6155p - All All All
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Hardware Qualcomm Sa6155p - All All All

Operating System Qualcomm Sa6155p Firmware - All All All

Operating System Qualcomm Sa6155 Firmware - All All All

Hardware Qualcomm Sa8145p - All All All

Operating System Qualcomm Sa8145p Firmware - All All All

Hardware Qualcomm Sa8150p - All All All

Operating System Qualcomm Sa8150p Firmware - All All All

Hardware Qualcomm Sa8155 - All All All

Hardware Qualcomm Sa8155p - All All All

Operating System Qualcomm Sa8155p Firmware - All All All

Operating System Qualcomm Sa8155 Firmware - All All All

Hardware Qualcomm Sa8195p - All All All

Operating System Qualcomm Sa8195p Firmware - All All All

Hardware Qualcomm Sd205 - All All All

Operating System Qualcomm Sd205 Firmware - All All All

Hardware Qualcomm Sd210 - All All All

Operating System Qualcomm Sd210 Firmware - All All All

Hardware Qualcomm Sd665 - All All All

Operating System Qualcomm Sd665 Firmware - All All All

Hardware Qualcomm Sd675 - All All All

Operating System Qualcomm Sd675 Firmware - All All All

Hardware Qualcomm Sd678 - All All All

Operating System Qualcomm Sd678 Firmware - All All All

Hardware Qualcomm Sd720g - All All All

Operating System Qualcomm Sd720g Firmware - All All All

Hardware Qualcomm Sd730 - All All All

Operating System Qualcomm Sd730 Firmware - All All All

Hardware Qualcomm Sd855 - All All All

Operating System Qualcomm Sd855 Firmware - All All All

Hardware Qualcomm Sda429w - All All All

Operating System Qualcomm Sda429w Firmware - All All All

Hardware Qualcomm Sdx50m - All All All

Operating System Qualcomm Sdx50m Firmware - All All All

Hardware Qualcomm Sdx55 - All All All

Hardware Qualcomm Sdx55m - All All All

Operating System Qualcomm Sdx55m Firmware - All All All
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Operating System Qualcomm Sdx55 Firmware - All All All

Hardware Qualcomm Sd 675 - All All All

Operating System Qualcomm Sd 675 Firmware - All All All

Hardware Qualcomm Sm6250 - All All All

Operating System Qualcomm Sm6250 Firmware - All All All

Hardware Qualcomm Wcd9326 - All All All

Operating System Qualcomm Wcd9326 Firmware - All All All

Hardware Qualcomm Wcd9335 - All All All

Operating System Qualcomm Wcd9335 Firmware - All All All

Hardware Qualcomm Wcd9340 - All All All

Operating System Qualcomm Wcd9340 Firmware - All All All

Hardware Qualcomm Wcd9341 - All All All

Operating System Qualcomm Wcd9341 Firmware - All All All

Hardware Qualcomm Wcd9370 - All All All

Operating System Qualcomm Wcd9370 Firmware - All All All

Hardware Qualcomm Wcd9375 - All All All

Operating System Qualcomm Wcd9375 Firmware - All All All

Hardware Qualcomm Wcd9380 - All All All

Operating System Qualcomm Wcd9380 Firmware - All All All

Hardware Qualcomm Wcn3610 - All All All

Operating System Qualcomm Wcn3610 Firmware - All All All

Hardware Qualcomm Wcn3615 - All All All

Operating System Qualcomm Wcn3615 Firmware - All All All

Hardware Qualcomm Wcn3620 - All All All

Operating System Qualcomm Wcn3620 Firmware - All All All

Hardware Qualcomm Wcn3660b - All All All

Operating System Qualcomm Wcn3660b Firmware - All All All

Hardware Qualcomm Wcn3680 - All All All

Operating System Qualcomm Wcn3680 Firmware - All All All

Hardware Qualcomm Wcn3950 - All All All

Operating System Qualcomm Wcn3950 Firmware - All All All

Hardware Qualcomm Wcn3980 - All All All

Operating System Qualcomm Wcn3980 Firmware - All All All

Hardware Qualcomm Wcn3988 - All All All

Operating System Qualcomm Wcn3988 Firmware - All All All
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Hardware Qualcomm Wcn3990 - All All All

Operating System Qualcomm Wcn3990 Firmware - All All All

Hardware Qualcomm Wcn3991 - All All All

Operating System Qualcomm Wcn3991 Firmware - All All All

Hardware Qualcomm Wcn3998 - All All All

Operating System Qualcomm Wcn3998 Firmware - All All All

Hardware Qualcomm Wsa8810 - All All All

Operating System Qualcomm Wsa8810 Firmware - All All All

Hardware Qualcomm Wsa8815 - All All All

Operating System Qualcomm Wsa8815 Firmware - All All All
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610362 Google Pixel Android September 2021 Security Patch Missing
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http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3991
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3991_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3998
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3998_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8810
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8810_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8815
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8815_firmware
https://www.qualcomm.com/company/product-security/bulletins/september-2021-bulletin
https://www.cve.org/CVERecord?id=CVE-2021-1962
https://nvd.nist.gov/vuln/detail/CVE-2021-1962
http://cve.report/qid/610362
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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