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CVE CVE-2021-1993
State PUBLIC
Assigner secalert_us@oracle.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-01-20 15:15:00 UTC
Updated 2021-01-22 18:33:00 UTC
Description Vulnerability in the Java VM component of Oracle Database Server. Supported versions that are affected are 12.1.0.2, 12.2
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Oracle Database Server 12.1.0.2 All All All
Application Oracle Database Server 12.2.0.1 All All All
Application Oracle Database Server 18c All All All
Application Oracle Database Server 19¢ All All All
Application Oracle Database Server 12.1.0.2 All All All
Application Oracle Database Server 12.2.0.1 All All All
Application Oracle Database Server 18c All All All
Application Oracle Database Server 19¢ All All All
Application Oracle Enterprise Manager Ops Center 12.4.0.0 All All All
Application Oracle Enterprise Manager Ops Center 12.4.0.0 All All All
Application Oracle Hyperion Infrastructure Technology 11.1.2.4 All All All
Application Oracle Hyperion Infrastructure Technology 11.1.24 All All All
Operating System Oracle Zfs Storage Appliance 8.8 All All All
Operating System Oracle Zfs Storage Appliance 8.8 All All All
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Oracle Critical Patch Update Advisory - January 2021 MISC www.oracle.com Vendor Advisory

CVE Program record CVE.ORG WWW.Cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

20286 Oracle Database 19¢c OJVM Critical Patch Update - January 2021

20301 Oracle Database 18c OJVM Critical Patch Update - January 2021

20312 Oracle Database 12.2.0.1 Critical OJVM Patch Update - January 2021
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