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State
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/

CVE-2021-20041

PUBLIC

PSIRT@sonicwall.com

CVE Program / NVD first with legacy fallback

CVE-2021-20041

MITRE NVD

2021-12-08 10:15:00 UTC

2021-12-10 21:59:00 UTC

An unauthenticated and remote adversary can consume all of the device's CPU due to crafted HTTP requests sent to SMA

Risk And Classification

Problem Types: CWE-835
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Operating System Sonicwall Sma 500v Firmware 10.2.0.8-37sv All All All

Operating System Sonicwall Sma 500v Firmware 10.2.1.1-19sv All All All
Operating System Sonicwall Sma 500v Firmware 9.0.0.11-31sv All All All
Reference Source Link Tags

Security Advisory CONFIRM psirt.global.sonicwall.com

CVE Program record CVE.ORG WWW.Cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

730337 SonicWall Secure Mobile Access 100 Multiple Vulnerabilities (SNWLID-2021-0026)
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