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Summary

CVE CVE-2021-20080

State PUBLIC

Assigner vulnreport@tenable.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-04-09 18:15:00 UTC

Updated 2021-04-19 18:49:00 UTC

Description Insufficient output sanitization in ManageEngine ServiceDesk Plus before version 11200 and ManageEngine AssetExplorer before version 6800 allows a remote, unauthenticated attacker to conduct persistent cross-site scripting (XSS) attacks by uploading a crafted XML asset file.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zohocorp Manageengine Servicedesk Plus 10.0 All All All

Application Zohocorp Manageengine Servicedesk Plus 10.0.0 - All All

Application Zohocorp Manageengine Servicedesk Plus 10.0.0 10000 All All

Application Zohocorp Manageengine Servicedesk Plus 10.0.0 10001 All All

Application Zohocorp Manageengine Servicedesk Plus 10.0.0 10002 All All

Application Zohocorp Manageengine Servicedesk Plus 10.0.0 10003 All All

Application Zohocorp Manageengine Servicedesk Plus 10.0.0 10004 All All

Application Zohocorp Manageengine Servicedesk Plus 10.0.0 10005 All All

Application Zohocorp Manageengine Servicedesk Plus 10.0.0 10006 All All

Application Zohocorp Manageengine Servicedesk Plus 10.0.0 10007 All All

Application Zohocorp Manageengine Servicedesk Plus 10.0.0 10008 All All

Application Zohocorp Manageengine Servicedesk Plus 10.0.0 10009 All All

Application Zohocorp Manageengine Servicedesk Plus 10.0.0 10010 All All

Application Zohocorp Manageengine Servicedesk Plus 10.0.0 10011 All All

Application Zohocorp Manageengine Servicedesk Plus 10.0.0 10012 All All

Application Zohocorp Manageengine Servicedesk Plus 10.0.0 10013 All All

Application Zohocorp Manageengine Servicedesk Plus 10.0.0 10014 All All
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Application Zohocorp Manageengine Servicedesk Plus 10.0.0 10014 All All

Application Zohocorp Manageengine Servicedesk Plus 10.0.0 10015 All All

Application Zohocorp Manageengine Servicedesk Plus 10.0.0 10016 All All

Application Zohocorp Manageengine Servicedesk Plus 10.0.0 10017 All All

Application Zohocorp Manageengine Servicedesk Plus 10.0.0 10018 All All

Application Zohocorp Manageengine Servicedesk Plus 10.0.0 10019 All All

Application Zohocorp Manageengine Servicedesk Plus 10.0.0 10020 All All

Application Zohocorp Manageengine Servicedesk Plus 10.0.0 10021 All All

Application Zohocorp Manageengine Servicedesk Plus 10.5 - All All

Application Zohocorp Manageengine Servicedesk Plus 10.5 10500 All All

Application Zohocorp Manageengine Servicedesk Plus 10.5 10501 All All

Application Zohocorp Manageengine Servicedesk Plus 10.5 10502 All All

Application Zohocorp Manageengine Servicedesk Plus 10.5 10503 All All

Application Zohocorp Manageengine Servicedesk Plus 10.5 10504 All All

Application Zohocorp Manageengine Servicedesk Plus 10.5 10505 All All

Application Zohocorp Manageengine Servicedesk Plus 10.5 10506 All All

Application Zohocorp Manageengine Servicedesk Plus 10.5 10507 All All

Application Zohocorp Manageengine Servicedesk Plus 10.5 10508 All All

Application Zohocorp Manageengine Servicedesk Plus 10.5 10509 All All

Application Zohocorp Manageengine Servicedesk Plus 10.5 10510 All All

Application Zohocorp Manageengine Servicedesk Plus 10.5 10511 All All

Application Zohocorp Manageengine Servicedesk Plus 10.5 10512 All All

Application Zohocorp Manageengine Servicedesk Plus 10.5 10513 All All

Application Zohocorp Manageengine Servicedesk Plus 10.5 10514 All All

Application Zohocorp Manageengine Servicedesk Plus 11.0 - All All

Application Zohocorp Manageengine Servicedesk Plus 11.0 11000 All All

Application Zohocorp Manageengine Servicedesk Plus 11.0 11001 All All

Application Zohocorp Manageengine Servicedesk Plus 11.0 11002 All All

Application Zohocorp Manageengine Servicedesk Plus 11.0 11003 All All

Application Zohocorp Manageengine Servicedesk Plus 11.0 11004 All All

Application Zohocorp Manageengine Servicedesk Plus 11.0 11005 All All

Application Zohocorp Manageengine Servicedesk Plus 11.0 11006 All All

Application Zohocorp Manageengine Servicedesk Plus 11.0 11007 All All

Application Zohocorp Manageengine Servicedesk Plus 11.0 11008 All All

Application Zohocorp Manageengine Servicedesk Plus 11.0 11009 All All

Application Zohocorp Manageengine Servicedesk Plus 11.0 11010 All All
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Application Zohocorp Manageengine Servicedesk Plus 11.1 - All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11100 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11101 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11102 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11103 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11104 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11105 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11106 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11107 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11108 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11109 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11110 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11111 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11112 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11113 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11114 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11115 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11116 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 11117 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 build11118 All All

Application Zohocorp Manageengine Servicedesk Plus 11.1 build11119 All All

Application Zohocorp Manageengine Servicedesk Plus 8.1 - All All

Application Zohocorp Manageengine Servicedesk Plus 8.2 - All All

Application Zohocorp Manageengine Servicedesk Plus 8.2 8201 All All

Application Zohocorp Manageengine Servicedesk Plus 8.2 8202 All All

Application Zohocorp Manageengine Servicedesk Plus 8.2 8203 All All

Application Zohocorp Manageengine Servicedesk Plus 8.2 8204 All All

Application Zohocorp Manageengine Servicedesk Plus 8.2 8205 All All

Application Zohocorp Manageengine Servicedesk Plus 8.2 8206 All All

Application Zohocorp Manageengine Servicedesk Plus 8.2 8207 All All

Application Zohocorp Manageengine Servicedesk Plus 8.2 8208 All All

Application Zohocorp Manageengine Servicedesk Plus 8.2 8209 All All

Application Zohocorp Manageengine Servicedesk Plus 8.2 8210 All All

Application Zohocorp Manageengine Servicedesk Plus 8.2 8211 All All

Application Zohocorp Manageengine Servicedesk Plus 8.2 8212 All All

Application Zohocorp Manageengine Servicedesk Plus 8.2 8213 All All
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Application Zohocorp Manageengine Servicedesk Plus 8.2 8213 All All

Application Zohocorp Manageengine Servicedesk Plus 8.2 8214 All All

Application Zohocorp Manageengine Servicedesk Plus 8.2 8215 All All

Application Zohocorp Manageengine Servicedesk Plus 8.2 8216 All All

Application Zohocorp Manageengine Servicedesk Plus 8.2 8217 All All

Application Zohocorp Manageengine Servicedesk Plus 9.0 - All All

Application Zohocorp Manageengine Servicedesk Plus 9.0 9000 All All

Application Zohocorp Manageengine Servicedesk Plus 9.0 9001 All All

Application Zohocorp Manageengine Servicedesk Plus 9.0 9002 All All

Application Zohocorp Manageengine Servicedesk Plus 9.0 9003 All All

Application Zohocorp Manageengine Servicedesk Plus 9.0 9004 All All

Application Zohocorp Manageengine Servicedesk Plus 9.0 9005 All All

Application Zohocorp Manageengine Servicedesk Plus 9.0 9006 All All

Application Zohocorp Manageengine Servicedesk Plus 9.0 9007 All All

Application Zohocorp Manageengine Servicedesk Plus 9.0 9008 All All

Application Zohocorp Manageengine Servicedesk Plus 9.0 9009 All All

Application Zohocorp Manageengine Servicedesk Plus 9.0 9010 All All

Application Zohocorp Manageengine Servicedesk Plus 9.0 9011 All All

Application Zohocorp Manageengine Servicedesk Plus 9.0 9012 All All

Application Zohocorp Manageengine Servicedesk Plus 9.0 9013 All All

Application Zohocorp Manageengine Servicedesk Plus 9.0 9014 All All

Application Zohocorp Manageengine Servicedesk Plus 9.0 9016 All All

Application Zohocorp Manageengine Servicedesk Plus 9.0 9017 All All

Application Zohocorp Manageengine Servicedesk Plus 9.0 9018 All All

Application Zohocorp Manageengine Servicedesk Plus 9.0 9019 All All

Application Zohocorp Manageengine Servicedesk Plus 9.0 9020 All All

Application Zohocorp Manageengine Servicedesk Plus 9.0 9021 All All

Application Zohocorp Manageengine Servicedesk Plus 9.0 9022 All All

Application Zohocorp Manageengine Servicedesk Plus 9.0 9023 All All

Application Zohocorp Manageengine Servicedesk Plus 9.0 9024 All All

Application Zohocorp Manageengine Servicedesk Plus 9.0 9025 All All

Application Zohocorp Manageengine Servicedesk Plus 9.0 9026 All All

Application Zohocorp Manageengine Servicedesk Plus 9.0 9027 All All

Application Zohocorp Manageengine Servicedesk Plus 9.0 9028 All All

Application Zohocorp Manageengine Servicedesk Plus 9.0 9029 All All

Application Zohocorp Manageengine Servicedesk Plus 9.0 9030 All All
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Application Zohocorp Manageengine Servicedesk Plus 9.0 9031 All All

Application Zohocorp Manageengine Servicedesk Plus 9.0 9032 All All

Application Zohocorp Manageengine Servicedesk Plus 9.0 9033 All All

Application Zohocorp Manageengine Servicedesk Plus 9.0 9034 All All

Application Zohocorp Manageengine Servicedesk Plus 9.0 9035 All All

Application Zohocorp Manageengine Servicedesk Plus 9.0 9036 All All

Application Zohocorp Manageengine Servicedesk Plus 9.0 9037 All All

Application Zohocorp Manageengine Servicedesk Plus 9.0 9038 All All

Application Zohocorp Manageengine Servicedesk Plus 9.0 9039 All All

Application Zohocorp Manageengine Servicedesk Plus 9.0 9040 All All

Application Zohocorp Manageengine Servicedesk Plus 9.0 9041 All All

Application Zohocorp Manageengine Servicedesk Plus 9.0 9042 All All

Application Zohocorp Manageengine Servicedesk Plus 9.0 9043 All All

Application Zohocorp Manageengine Servicedesk Plus 9.0 9044 All All

Application Zohocorp Manageengine Servicedesk Plus 9.0 9045 All All

Application Zohocorp Manageengine Servicedesk Plus 9.0 9046 All All

Application Zohocorp Manageengine Servicedesk Plus 9.0 9047 All All

Application Zohocorp Manageengine Servicedesk Plus 9.0 9048 All All

Application Zohocorp Manageengine Servicedesk Plus 9.0 9049 All All

Application Zohocorp Manageengine Servicedesk Plus 9.1 - All All

Application Zohocorp Manageengine Servicedesk Plus 9.1 9100 All All

Application Zohocorp Manageengine Servicedesk Plus 9.1 9101 All All

Application Zohocorp Manageengine Servicedesk Plus 9.1 9102 All All

Application Zohocorp Manageengine Servicedesk Plus 9.1 9103 All All

Application Zohocorp Manageengine Servicedesk Plus 9.1 9104 All All

Application Zohocorp Manageengine Servicedesk Plus 9.1 9105 All All

Application Zohocorp Manageengine Servicedesk Plus 9.1 9106 All All
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