
CVE-2021-20095
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2021-20095

State REJECT

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-04-29 15:15:00 UTC

Updated 2023-11-07 03:28:00 UTC

Description ** REJECT ** DO NOT USE THIS CANDIDATE NUMBER. ConsultIDs: none. Reason: This candidate was withdrawn by its CNA. Notes: none.

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 32 All All All

Operating System Fedoraproject Fedora 33 All All All

Application Pocoo Babel 2.9.0 All All All

References

Reference Source Link

[SECURITY] Fedora 32 Update: babel-2.8.0-4.fc32 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 33 Update: babel-2.8.1-2.fc33 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Python-Babel/Babel Locale Directory Traversal / Arbitrary Code Execution - Research Advisory | Tenable® MISC www.tenable.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

159463 Oracle Enterprise Linux Security Update for python27:2.7 (ELSA-2021-4151)

159467 Oracle Enterprise Linux Security Update for python38:3.8 and python38-devel:3.8 (ELSA-2021-4162)

159469 Oracle Enterprise Linux Security Update for babel (ELSA-2021-4201)

178841 Debian Security Update for python-babel (DLA 2790-1)
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178932 Debian Security Update for python-babel (DSA 5018-1)

198380 Ubuntu Security Notification for Babel vulnerability (USN-4962-1)

239580 Red Hat Update for rh-python38 (RHSA-2021:3254)

239582 Red Hat Update for python27 (RHSA-2021:3252)

239807 Red Hat Update for babel (RHSA-2021:4201)

239826 Red Hat Update for python27:2.7 (RHSA-2021:4151)

239845 Red Hat Update for python38:3.8 and python38-devel:3.8 (RHSA-2021:4162)

281220 Fedora Security Update for babel (FEDORA-2021-7e2a143808)

281221 Fedora Security Update for babel (FEDORA-2021-a499f89369)

377404 Alibaba Cloud Linux Security Update for babel (ALINUX3-SA-2022:0085)

378599 Splunk Enterprise Third Party Package Updates for June (SVD-2023-0613)

670477 EulerOS Security Update for babel (EulerOS-SA-2021-2235)

670503 EulerOS Security Update for babel (EulerOS-SA-2021-2261)

670529 EulerOS Security Update for babel (EulerOS-SA-2021-2287)

670561 EulerOS Security Update for babel (EulerOS-SA-2021-2319)

670595 EulerOS Security Update for babel (EulerOS-SA-2021-2353)

670998 EulerOS Security Update for babel (EulerOS-SA-2021-2571)

710579 Gentoo Linux Babel Remote code execution Vulnerability (GLSA 202208-03)

940077 AlmaLinux Security Update for babel (ALSA-2021:4201)

940522 AlmaLinux Security Update for python27:2.7 (ALSA-2021:4151)

940526 AlmaLinux Security Update for python38:3.8 and python38-devel:3.8 (ALSA-2021:4162)

960320 Rocky Linux Security Update for python27:2.7 (RLSA-2021:4151)

960325 Rocky Linux Security Update for babel (RLSA-2021:4201)

960342 Rocky Linux Security Update for python38:3.8 and python38-devel:3.8 (RLSA-2021:4162)
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