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Summary

CVE CVE-2021-20136

State PUBLIC

Assigner vulnreport@tenable.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-11-01 21:15:00 UTC

Updated 2022-07-12 17:42:00 UTC

Description ManageEngine Log360 Builds < 5235 are affected by an improper access control vulnerability allowing database configuration overwrite. An unauthenticated remote attacker can send a specially crafted message to Log360 to change its backend database to an attacker-controlled database and to force Log360 to restart. An attacker can leverage this vulnerability to achieve remote code execution by replacing files executed by Log360 on startup.

Risk And Classification

Problem Types: CWE-306

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zohocorp Manageengine Log360 5.3 build5232 All All

Application Zohocorp Manageengine Log360 5.3 build5233 All All

Application Zohocorp Manageengine Log360 5.3 build5234 All All

Application Zohocorp Manageengine Log360 All All All All

References

Reference Source Link

ManageEngine Log360 Database Configuration Overwrite Unauthenticated RCE - Research Advisory | Tenable® MISC www.tenable.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

376019 Zoho ManageEngine Log360 Remote Code Execution (RCE) Vulnerability
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