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Summary

CVE CVE-2021-20180

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-16 15:15:00 UTC

Updated 2022-03-22 15:43:00 UTC

Description A flaw was found in ansible module where credentials are disclosed in the console log by default and not protected by the security feature when using the bitbucket_pipeline_variable module. This flaw allows an attacker to steal bitbucket_pipeline credentials. The highest threat from this vulnerability is to confidentiality.

Risk And Classification

Problem Types: CWE-532

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Ansible All All All All

References

Reference Source Link

1915808 – (CVE-2021-20180) CVE-2021-20180 ansible module: bitbucket_pipeline_variable exposes secured values MISC bugzilla.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

183474 Debian Security Update for ansible (CVE-2021-20180)

239447 Red Hat Update for RHV Engine and Host Common Packages (RHSA-2021:2180)

281605 Fedora Security Update for ansible (FEDORA-2021-9a0903469c)

281606 Fedora Security Update for ansible (FEDORA-2021-e9478617ae)

352253 Amazon Linux Security Advisory for ansible: ALAS2-2021-1613

https://cve.report/
https://cve.report/CVE-2021-20180/mitre
https://cve.report/CVE-2021-20180/nist
https://cve.report/CVE-2021-20180/cve_org
https://cve.report/CVE-2021-20180.pdf
http://cve.report/vendor/redhat
http://cve.report/software/redhat/ansible
https://bugzilla.redhat.com/show_bug.cgi?id=1915808
https://www.cve.org/CVERecord?id=CVE-2021-20180
https://nvd.nist.gov/vuln/detail/CVE-2021-20180
http://cve.report/qid/183474
http://cve.report/qid/239447
http://cve.report/qid/281605
http://cve.report/qid/281606
http://cve.report/qid/352253
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356209 Amazon Linux Security Advisory for ansible : ALASANSIBLE2-2023-004

356466 Amazon Linux Security Advisory for ansible : ALAS2ANSIBLE2-2023-004

752570 SUSE Enterprise Linux Important for SUSE Manager Client Tools (SUSE-SU-2022:3178-1)
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