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CVE CVE-2021-20212
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-03-25 19:15:00 UTC
Updated 2021-12-14 20:15:00 UTC
Description A flaw was found in Privoxy in versions before 3.0.29. Memory leak if multiple filters are executed and the last one is skippe
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Risk And Classification

Problem Types: CWE-401

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 33 All All All
Application Privoxy Privoxy All All All All
Operating System Redhat Enterprise Linux 7.0 All All All
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What's New in this Release

1928736 — (CVE-2021-20212) CVE-2021-20212 privoxy: memory leak if multiple filters are executed and the last one is skipped due to a pcre
Privoxy: Multiple vulnerabilities (GLSA 202107-16) — Gentoo security

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

179763 Debian Security Update for privoxy (CVE-2021-20212)

198306 Ubuntu Securitv Notification for Privoxy Vulnerabilities (USN-4886-1)
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500548 Alpine Linux Security Update for privoxy
504317 Alpine Linux Security Update for privoxy

710060 Gentoo Linux Privoxy Multiple vulnerabilities (GLSA 202107-16)
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