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Summary

CVE CVE-2021-20280

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-03-15 22:15:00 UTC

Updated 2023-11-07 03:29:00 UTC

Description Text-based feedback answers required additional sanitizing to prevent stored XSS and blind SSRF risks in moodle before 3.10.2, 3.9.5, 3.8.8, 3.5.17.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 32 All All All

Operating System Fedoraproject Fedora 33 All All All

Operating System Fedoraproject Fedora 34 All All All

Application Moodle Moodle All All All All

References

Reference Source Link

[SECURITY] Fedora 33 Update: moodle-3.9.5-1.fc33 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 33 Update: moodle-3.9.5-1.fc33 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

Moodle.org: MSA-21-0007: Stored XSS and blind SSRF possible via feedback answer text MISC moodle.org

1939037 – (CVE-2021-20280) CVE-2021-20280 moodle: Stored XSS and blind SSRF possible via feedback answer text MISC bugzilla.redhat.com

[SECURITY] Fedora 34 Update: moodle-3.10.2-1.fc34 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Moodle Cross Site Scripting / Server-Side Request Forgery ≈ Packet Storm MISC packetstormsecurity.com

[SECURITY] Fedora 34 Update: moodle-3.10.2-1.fc34 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 32 Update: moodle-3.8.8-1.fc32 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 32 Update: moodle-3.8.8-1.fc32 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

281474 Fedora Security Update for moodle (FEDORA-2021-50f63a0161)

281475 Fedora Security Update for moodle (FEDORA-2021-1c27e89d49)

281476 Fedora Security Update for moodle (FEDORA-2021-431b232659)
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