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Summary

CVE CVE-2021-20325

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-02-18 18:15:00 UTC

Updated 2023-11-07 03:29:00 UTC

Description Missing fixes for CVE-2021-40438 and CVE-2021-26691 in the versions of httpd, as shipped in Red Hat Enterprise Linux 8.5.0, causes a security regression compared to the versions shipped in Red Hat Enterprise Linux 8.4. A user who installs or updates to Red Hat Enterprise Linux 8.5.0 would be vulnerable to the mentioned CVEs, even if they were properly fixed in Red Hat Enterprise Linux 8.4. CVE-2021-20325 was assigned to that Red Hat specific security regression and it does not affect the upstream versions of httpd.

Risk And Classification

Problem Types: CWE-787 | CWE-918

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Redhat Enterprise Linux 8.5.0 All All All

References

Reference

2017321 – (CVE-2021-20325) CVE-2021-20325 httpd: Regression of CVE-2021-40438 and CVE-2021-26691 fixes in Red Hat Enterprise Linux 8.5

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

159523 Oracle Enterprise Linux Security Update for httpd:2.4 (ELSA-2021-4537)

239871 Red Hat Update for httpd:2.4 (RHSA-2021:4537)

940323 AlmaLinux Security Update for httpd:2.4 (ALSA-2021:4537)

960282 Rocky Linux Security Update for httpd:2.4 (RLSA-2021:4537)
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