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Improper Handling of Length Parameter Inconsistency vulnerability in Mitsubishi Electric MELSEC iQ-R Series R00/01/02C

Risk And Classification

1|

Problem Types: NVD-CWE-Other
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http://cve.report/vendor/mitsubishi
http://cve.report/software/mitsubishi/melsec_q24dhccpu-vg
http://cve.report/vendor/mitsubishi
http://cve.report/software/mitsubishi/melsec_q24dhccpu-vg_firmware
http://cve.report/vendor/mitsubishi
http://cve.report/software/mitsubishi/melsec_q26dhccpu-ls
http://cve.report/vendor/mitsubishi
http://cve.report/software/mitsubishi/melsec_q26dhccpu-ls_firmware
http://cve.report/vendor/mitsubishi
http://cve.report/software/mitsubishi/melsec_q26udecpu
http://cve.report/vendor/mitsubishi
http://cve.report/software/mitsubishi/melsec_q26udecpu_firmware
http://cve.report/vendor/mitsubishi
http://cve.report/software/mitsubishi/melsec_q26udpvcpu
http://cve.report/vendor/mitsubishi
http://cve.report/software/mitsubishi/melsec_q26udpvcpu_firmware
http://cve.report/vendor/mitsubishi
http://cve.report/software/mitsubishi/melsec_q26udvcpu
http://cve.report/vendor/mitsubishi
http://cve.report/software/mitsubishi/melsec_q26udvcpu_firmware
http://cve.report/vendor/mitsubishi
http://cve.report/software/mitsubishi/melsec_q50udecpu
http://cve.report/vendor/mitsubishi
http://cve.report/software/mitsubishi/melsec_q50udecpu_firmware
http://cve.report/vendor/zoom
http://cve.report/software/zoom/android_meeting_sdk
http://cve.report/vendor/zoom
http://cve.report/software/zoom/android_video_sdk
http://cve.report/vendor/zoom
http://cve.report/software/zoom/controllers_for_zoom_rooms

Application Zoom Hybrid Mmr All All All All
Application Zoom Hybrid Zproxy All All All All
Application Zoom Iphone Os Meeting Sdk All All All All
Application Zoom Iphone Os Video Sdk All All All All
Application Zoom Macos Meeting Sdk All All All All
Application Zoom Macos Video Sdk All All All All
Application Zoom Meetings All All All All
Application Zoom Meetings For Blackberry All All All All
Application Zoom Meetings For Chrome Os All All All All
Application Zoom Meetings For Intune All All All All
Application Zoom Rooms For Conference Rooms All All All All
Application Zoom Vdi Azure Virtual Desktop All All All All
Application Zoom Vdi Citrix All All All All
Application Zoom Vdi Vmware All All All All
Application Zoom Vdi Windows Meeting Client All All All All
Application Zoom Virtual Desktop Infrastructure All All All All
Application Zoom Windows Meeting Sdk All All All All
Application Zoom Windows Video Sdk All All All All
Application Zoom Zoom On-premise Meeting Connector Controller All All All All
Application Zoom Zoom On-premise Meeting Connector Mmr All All All All
Application Zoom Zoom On-premise Recording Connector All All All All
Application Zoom Zoom On-premise Virtual Room Connector All All All All
Application Zoom Zoom On-premise Virtual Room Connector Load Balancer All All All All
Reference Source Link
JVNVU#94434051: =EBHEMELSECH K UMELIPCY ) — XDEthemetiR— ICH T BB DAEEHE  MISC jvn.jp
Mitsubishi Electric MELSEC and MELIPC Series | CISA MISC us-cert.cisa.gov
www.mitsubishielectric.com/en/psirt/vulnerability/pdf/2021-019_en.pdf MISC www.mitsubishielecti
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
1

No vendor comments have been submitted for this CVE.

Legacy QID Mappings



http://cve.report/vendor/zoom
http://cve.report/software/zoom/hybrid_mmr
http://cve.report/vendor/zoom
http://cve.report/software/zoom/hybrid_zproxy
http://cve.report/vendor/zoom
http://cve.report/software/zoom/iphone_os_meeting_sdk
http://cve.report/vendor/zoom
http://cve.report/software/zoom/iphone_os_video_sdk
http://cve.report/vendor/zoom
http://cve.report/software/zoom/macos_meeting_sdk
http://cve.report/vendor/zoom
http://cve.report/software/zoom/macos_video_sdk
http://cve.report/vendor/zoom
http://cve.report/software/zoom/meetings
http://cve.report/vendor/zoom
http://cve.report/software/zoom/meetings_for_blackberry
http://cve.report/vendor/zoom
http://cve.report/software/zoom/meetings_for_chrome_os
http://cve.report/vendor/zoom
http://cve.report/software/zoom/meetings_for_intune
http://cve.report/vendor/zoom
http://cve.report/software/zoom/rooms_for_conference_rooms
http://cve.report/vendor/zoom
http://cve.report/software/zoom/vdi_azure_virtual_desktop
http://cve.report/vendor/zoom
http://cve.report/software/zoom/vdi_citrix
http://cve.report/vendor/zoom
http://cve.report/software/zoom/vdi_vmware
http://cve.report/vendor/zoom
http://cve.report/software/zoom/vdi_windows_meeting_client
http://cve.report/vendor/zoom
http://cve.report/software/zoom/virtual_desktop_infrastructure
http://cve.report/vendor/zoom
http://cve.report/software/zoom/windows_meeting_sdk
http://cve.report/vendor/zoom
http://cve.report/software/zoom/windows_video_sdk
http://cve.report/vendor/zoom
http://cve.report/software/zoom/zoom_on-premise_meeting_connector_controller
http://cve.report/vendor/zoom
http://cve.report/software/zoom/zoom_on-premise_meeting_connector_mmr
http://cve.report/vendor/zoom
http://cve.report/software/zoom/zoom_on-premise_recording_connector
http://cve.report/vendor/zoom
http://cve.report/software/zoom/zoom_on-premise_virtual_room_connector
http://cve.report/vendor/zoom
http://cve.report/software/zoom/zoom_on-premise_virtual_room_connector_load_balancer
https://jvn.jp/vu/JVNVU94434051/index.html
https://us-cert.cisa.gov/ics/advisories/icsa-21-334-02
https://www.mitsubishielectric.com/en/psirt/vulnerability/pdf/2021-019_en.pdf
https://www.cve.org/CVERecord?id=CVE-2021-20610
https://nvd.nist.gov/vuln/detail/CVE-2021-20610

l 590649 Mitsubishi Electric MELSEC and MELIPC Series Multiple Vulnerabilities (ICSA-21-334-02)
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