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Summary

CVE CVE-2021-20641

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-02-12 07:15:00 UTC

Updated 2022-02-10 19:47:00 UTC

Description Cross-site request forgery (CSRF) vulnerability in LOGITEC LAN-W300N/RS allows remote attackers to hijack the authentication of administrators via a specially crafted URL. As a result, unintended operations to the device such as changes of the device settings may be conducted.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Logitec Lan-w300n/rs - All All All

Hardware Logitec Lan-w300n/rs - All All All

Hardware Logitec Lan-w300n/rs - All All All

Operating System Logitec Lan-w300n/rs Firmware - All All All

Operating System Logitec Lan-w300n/rs Firmware - All All All

Hardware Logitech Lan-w300n/rs - All All All

Operating System Logitech Lan-w300n/rs Firmware - All All All

References

Reference Source Link

無線LANルーターなどネットワーク製品の一部における脆弱性に関して - 最新情報 - セキュリティ情報｜ELECOM MISC www.elecom.co.jp

JVN#96783542: Multiple vulnerabilities in multiple LOGITEC products MISC jvn.jp

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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