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Summary

CVE CVE-2021-20661

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-02-24 12:15:00 UTC

Updated 2021-03-01 15:58:00 UTC

Description Directory traversal vulnerability in SolarView Compact SV-CPT-MC310 prior to Ver.6.5 allows authenticated attackers to delete arbitrary files and/or directories on the server via unspecified vectors.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Contec Sv-cpt-mc310 - All All All

Hardware Contec Sv-cpt-mc310 - All All All

Hardware Contec Sv-cpt-mc310 - All All All

Operating System Contec Sv-cpt-mc310 Firmware All All All All

Operating System Contec Sv-cpt-mc310 Firmware All All All All

References

Reference Source Link Tags

ダウンロード規約 | コンテック MISC www.contec.com Vendor Advisory

JVN#37417423: Multiple vulnerabilities in SolarView Compact MISC jvn.jp Third Party Advisory

www.contec.com/jp/api/downloadlogger MISC www.contec.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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