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Summary

CVE CVE-2021-20679

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-03-25 06:15:00 UTC

Updated 2021-04-01 12:59:00 UTC

Description Fuji Xerox multifunction devices and printers (DocuCentre-VII C7773/C6673/C5573/C4473/C3373/C3372/C2273, DocuCentre-VII C7788/C6688/C5588, ApeosPort-VII C7773/C6673/C5573/C4473/C3373/C3372 C2273, ApeosPort-VII C7788/C6688/C5588, ApeosPort C7070/C6570/C5570/C4570/C3570/C3070/C7070G/C6570G/C5570G/C4570G/C3570G/C3070G, ApeosPort-VII C4421/C3321, ApeosPort C3060/C2560/C2060/C3060G/C2560G/C2060G, ApeosPort-VII CP4421, ApeosPort Print C5570, ApeosPort 5570/4570/5570G/4570G, ApeosPort 3560/3060/2560/3560G/3060G/2560G, ApeosPort-VII 5021/ 4021, ApeosPort-VII P5021, DocuPrint CP 555 d/505 d, DocuPrint P505 d, PrimeLink C9065/C9070, DocuPrint CP475AP, and DocuPrint P475AP) allow an attacker to cause a denial of service (DoS) condition and abnormal end (ABEND) of the affected products via sending a specially crafted command.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Fujixerox Apeosport-vii 4021 - All All All

Operating System Fujixerox Apeosport-vii 4021 Firmware - All All All

Hardware Fujixerox Apeosport-vii 5021 - All All All

Operating System Fujixerox Apeosport-vii 5021 Firmware - All All All

Hardware Fujixerox Apeosport-vii 5022 - All All All

Operating System Fujixerox Apeosport-vii 5022 Firmware - All All All

Hardware Fujixerox Apeosport-vii C2273 - All All All

Operating System Fujixerox Apeosport-vii C2273 Firmware - All All All

Hardware Fujixerox Apeosport-vii C3321 - All All All

Operating System Fujixerox Apeosport-vii C3321 Firmware - All All All

Hardware Fujixerox Apeosport-vii C3322 - All All All

Operating System Fujixerox Apeosport-vii C3322 Firmware - All All All

Hardware Fujixerox Apeosport-vii C3372 - All All All

Operating System Fujixerox Apeosport-vii C3372 Firmware - All All All

Hardware Fujixerox Apeosport-vii C3373 - All All All

Operating System Fujixerox Apeosport-vii C3373 Firmware - All All All

Hardware Fujixerox Apeosport-vii C4421 - All All All
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Hardware Fujixerox Apeosport-vii C4421 - All All All

Operating System Fujixerox Apeosport-vii C4421 Firmware - All All All

Hardware Fujixerox Apeosport-vii C4422 - All All All

Operating System Fujixerox Apeosport-vii C4422 Firmware - All All All

Hardware Fujixerox Apeosport-vii C4473 - All All All

Operating System Fujixerox Apeosport-vii C4473 Firmware - All All All

Hardware Fujixerox Apeosport-vii C5573 - All All All

Operating System Fujixerox Apeosport-vii C5573 Firmware - All All All

Hardware Fujixerox Apeosport-vii C5588 - All All All

Operating System Fujixerox Apeosport-vii C5588 Firmware - All All All

Hardware Fujixerox Apeosport-vii C6673 - All All All

Operating System Fujixerox Apeosport-vii C6673 Firmware - All All All

Hardware Fujixerox Apeosport-vii C6688 - All All All

Operating System Fujixerox Apeosport-vii C6688 Firmware - All All All

Hardware Fujixerox Apeosport-vii C7773 - All All All

Operating System Fujixerox Apeosport-vii C7773 Firmware - All All All

Hardware Fujixerox Apeosport-vii C7788 - All All All

Operating System Fujixerox Apeosport-vii C7788 Firmware - All All All

Hardware Fujixerox Apeosport-vii Cp3322 - All All All

Operating System Fujixerox Apeosport-vii Cp3322 Firmware - All All All

Hardware Fujixerox Apeosport-vii Cp4421 - All All All

Operating System Fujixerox Apeosport-vii Cp4421 Firmware - All All All

Hardware Fujixerox Apeosport-vii Cp4422 - All All All

Operating System Fujixerox Apeosport-vii Cp4422 Firmware - All All All

Hardware Fujixerox Apeosport-vii P4022 - All All All

Operating System Fujixerox Apeosport-vii P4022 Firmware - All All All

Hardware Fujixerox Apeosport-vii P5021 - All All All

Operating System Fujixerox Apeosport-vii P5021 Firmware - All All All

Hardware Fujixerox Apeosport 1860 - All All All

Operating System Fujixerox Apeosport 1860 Firmware - All All All

Hardware Fujixerox Apeosport 2560 - All All All

Hardware Fujixerox Apeosport 2560g - All All All

Operating System Fujixerox Apeosport 2560g Firmware - All All All

Operating System Fujixerox Apeosport 2560 Firmware - All All All

Hardware Fujixerox Apeosport 3060 - All All All

Hardware Fujixerox Apeosport 3060g - All All All
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Operating System Fujixerox Apeosport 3060g Firmware - All All All

Operating System Fujixerox Apeosport 3060 Firmware - All All All

Hardware Fujixerox Apeosport 3560 - All All All

Hardware Fujixerox Apeosport 3560g - All All All

Operating System Fujixerox Apeosport 3560g Firmware - All All All

Operating System Fujixerox Apeosport 3560 Firmware - All All All

Hardware Fujixerox Apeosport 3570 - All All All

Operating System Fujixerox Apeosport 3570 Firmware - All All All

Hardware Fujixerox Apeosport 4570 - All All All

Hardware Fujixerox Apeosport 4570g - All All All

Operating System Fujixerox Apeosport 4570g Firmware - All All All

Operating System Fujixerox Apeosport 4570 Firmware - All All All

Hardware Fujixerox Apeosport 5570 - All All All

Hardware Fujixerox Apeosport 5570g - All All All

Operating System Fujixerox Apeosport 5570g Firmware - All All All

Operating System Fujixerox Apeosport 5570 Firmware - All All All

Hardware Fujixerox Apeosport C2060 - All All All

Hardware Fujixerox Apeosport C2060g - All All All

Operating System Fujixerox Apeosport C2060g Firmware - All All All

Operating System Fujixerox Apeosport C2060 Firmware - All All All

Hardware Fujixerox Apeosport C2360 - All All All

Operating System Fujixerox Apeosport C2360 Firmware - All All All

Hardware Fujixerox Apeosport C2560 - All All All

Hardware Fujixerox Apeosport C2560g - All All All

Operating System Fujixerox Apeosport C2560g Firmware - All All All

Operating System Fujixerox Apeosport C2560 Firmware - All All All

Hardware Fujixerox Apeosport C2570 - All All All

Operating System Fujixerox Apeosport C2570 Firmware - All All All

Hardware Fujixerox Apeosport C3060 - All All All

Hardware Fujixerox Apeosport C3060g - All All All

Operating System Fujixerox Apeosport C3060g Firmware - All All All

Operating System Fujixerox Apeosport C3060 Firmware - All All All

Hardware Fujixerox Apeosport C3070 - All All All

Hardware Fujixerox Apeosport C3070g - All All All

Operating System Fujixerox Apeosport C3070g Firmware - All All All

Operating System Fujixerox Apeosport C3070 Firmware - All All All
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Operating System Fujixerox Apeosport C3070 Firmware - All All All

Hardware Fujixerox Apeosport C3570 - All All All

Hardware Fujixerox Apeosport C3570g - All All All

Operating System Fujixerox Apeosport C3570g Firmware - All All All

Operating System Fujixerox Apeosport C3570 Firmware - All All All

Hardware Fujixerox Apeosport C4570 - All All All

Hardware Fujixerox Apeosport C4570g - All All All

Operating System Fujixerox Apeosport C4570g Firmware - All All All

Operating System Fujixerox Apeosport C4570 Firmware - All All All

Hardware Fujixerox Apeosport C5570 - All All All

Hardware Fujixerox Apeosport C5570g - All All All

Operating System Fujixerox Apeosport C5570g Firmware - All All All

Operating System Fujixerox Apeosport C5570 Firmware - All All All

Hardware Fujixerox Apeosport C6570 - All All All

Hardware Fujixerox Apeosport C6570g - All All All

Operating System Fujixerox Apeosport C6570g Firmware - All All All

Operating System Fujixerox Apeosport C6570 Firmware - All All All

Hardware Fujixerox Apeosport C7070 - All All All

Hardware Fujixerox Apeosport C7070g - All All All

Operating System Fujixerox Apeosport C7070g Firmware - All All All

Operating System Fujixerox Apeosport C7070 Firmware - All All All

Hardware Fujixerox Apeosport Print C4570 - All All All

Operating System Fujixerox Apeosport Print C4570 Firmware - All All All

Hardware Fujixerox Apeosport Print C5570 - All All All

Operating System Fujixerox Apeosport Print C5570 Firmware - All All All

Hardware Fujixerox Docucentre-vii C2273 - All All All

Operating System Fujixerox Docucentre-vii C2273 Firmware - All All All

Hardware Fujixerox Docucentre-vii C3372 - All All All

Operating System Fujixerox Docucentre-vii C3372 Firmware - All All All

Hardware Fujixerox Docucentre-vii C3373 - All All All

Operating System Fujixerox Docucentre-vii C3373 Firmware - All All All

Hardware Fujixerox Docucentre-vii C4473 - All All All

Operating System Fujixerox Docucentre-vii C4473 Firmware - All All All

Hardware Fujixerox Docucentre-vii C5573 - All All All

Operating System Fujixerox Docucentre-vii C5573 Firmware - All All All

Hardware Fujixerox Docucentre-vii C5588 - All All All
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Operating System Fujixerox Docucentre-vii C5588 Firmware - All All All

Hardware Fujixerox Docucentre-vii C6673 - All All All

Operating System Fujixerox Docucentre-vii C6673 Firmware - All All All

Hardware Fujixerox Docucentre-vii C6688 - All All All

Operating System Fujixerox Docucentre-vii C6688 Firmware - All All All

Hardware Fujixerox Docucentre-vii C7773 - All All All

Operating System Fujixerox Docucentre-vii C7773 Firmware - All All All

Hardware Fujixerox Docucentre-vii C7788 - All All All

Operating System Fujixerox Docucentre-vii C7788 Firmware - All All All

Hardware Fujixerox Docucentre-vi C2264 - All All All

Operating System Fujixerox Docucentre-vi C2264 Firmware - All All All

Hardware Fujixerox Docuprint Cp475ap - All All All

Operating System Fujixerox Docuprint Cp475ap Firmware - All All All

Hardware Fujixerox Docuprint Cp500 D - All All All

Operating System Fujixerox Docuprint Cp500 D Firmware - All All All

Hardware Fujixerox Docuprint Cp 505 D - All All All

Operating System Fujixerox Docuprint Cp 505 D Firmware - All All All

Hardware Fujixerox Docuprint Cp 555 D - All All All

Operating System Fujixerox Docuprint Cp 555 D Firmware - All All All

Hardware Fujixerox Docuprint P475ap - All All All

Operating System Fujixerox Docuprint P475ap Firmware - All All All

Hardware Fujixerox Docuprint P505 D - All All All

Operating System Fujixerox Docuprint P505 D Firmware - All All All

Hardware Fujixerox Primelink C9065 - All All All

Operating System Fujixerox Primelink C9065 Firmware - All All All

Hardware Fujixerox Primelink C9070 - All All All

Operating System Fujixerox Primelink C9070 Firmware - All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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