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Summary

CVE CVE-2021-20719

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-05-20 02:15:00 UTC

Updated 2021-05-25 20:00:00 UTC

Description RFNTPS firmware versions System_01000004 and earlier, and Web_01000004 and earlier allow an attacker on the same network segment to execute arbitrary OS commands with a root privilege via unspecified vectors.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Nippon-antenna Rfntps - All All All

Operating System Nippon-antenna Rfntps Firmware All All All All

Operating System Nippon-antenna Rfntps Firmware All All All All

References
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JVN#13076220: RFNTPS vulnerable to OS command injection

【重要なお知らせ】地上波受信型NTPサーバーのご使用時におけるセキュリティに関する注意 | ニュース・トピックス | ニュース | 日本アンテナ株式会社

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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