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Summary

CVE CVE-2021-20722

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-05-24 04:15:00 UTC

Updated 2022-05-03 16:04:00 UTC

Description Untrusted search path vulnerability in the installers of ScanSnap Manager prior to versions V7.0L20 and the Software Download Installer prior to WinSSInst2JP.exe and WinSSInst2iX1500JP.exe allows an attacker to gain privileges and execute arbitrary code with the privilege of the user invoking the installer via a Trojan horse DLL in an unspecified directory.

Risk And Classification

Problem Types: CWE-427

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Fujitsu Scansnap Manager All All All All

References

Reference Source Link Tags

ScanSnap Software Downloads : Fujitsu Global MISC scansnap.fujitsu.com

JVN#65733194: The installers of ScanSnap Manager may insecurely load Dynamic Link Libraries MISC jvn.jp

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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