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Certain versions of Goo Blog from Nttr contain the following
vulnerability:

Improper access control vulnerability in goo blog App for Android
ver.1.2.25 and earlier and for iOS ver.1.3.3 and earlier allows a remote
attacker to lead a user to access an arbitrary website via the
vulnerable App.

CVSS3 Score: 5.3 - MEDIUM

Attack
Vector 

Attack
Complexity

Privileges
Required

User
Interaction

NETWORK LOW NONE NONE

Scope Confidentiality
Impact

Integrity
Impact

Availability
Impact

UNCHANGED NONE LOW NONE

CVSS2 Score: 5 - MEDIUM

Access
Vector

Access
Complexity

Authentication

NETWORK LOW NONE

Confidentiality
Impact

Integrity
Impact

Availability
Impact

NONE PARTIAL NONE

CVE References

Description Tags Link

JVN#91691168: goo blog App fails to restrict custom
URL schemes properly

jvn.jp

text/xml

 MISC jvn.jp/en/jp/JVN91691168/index.html

CVE-2021-20728 has been assigned by  vultures@jpcert.or.jp to track the vulnerability - currently rated as MEDIUM  severity.

Affected Vendor/Software:  NTT Resonant Incorporated - goo blog App version goo blog App for Android ver.1.2.25 and
earlier, and goo blog App for iOS ver.1.3.3 and earlier
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← Previous ID Next ID→

URL schemes properly text/xml

アプリ「goo blog」Android端末、iOS端末における不
具合内容の詳細報告 - goo blog　スタッフブログ

blog.goo.ne.jp

text/html

 MISC
blog.goo.ne.jp/staffblog/e/d84a6b220222462094728301782885db

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

630693 Goo Blog App For Android Improper Access Control Vulnerability

630710 Goo Blog App For iOS ImproperAccess Vulnerability

Exploit/POC from Github

PoC for exploiting CVE-2021-20728 : Improper access control vulnerability in goo blog App
for Android ver.1.2.25 and …

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Nttr Goo Blog All All All All

Application Nttr Goo Blog All All All All

No vendor comments have been submitted for this CVE

Social Mentions
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 @CVEreport CVE-2021-20728 : Improper access control vulnerability in goo blog App for Android ver.1.2.25 and
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