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Summary

CVE CVE-2021-20748

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-07-14 02:15:00 UTC

Updated 2021-07-16 14:17:00 UTC

Description Retty App for Android versions prior to 4.8.13 and Retty App for iOS versions prior to 4.11.14 uses a hard-coded API key for an external service. By exploiting this vulnerability, API key for an external service may be obtained by analyzing data in the app.

Risk And Classification

Problem Types: CWE-798

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Retty Retty All All All All

Application Retty Retty All All All All

References

Reference Source Link

JVN#26891339: Multiple vulnerabilities in Retty App MISC jvn.jp

「Retty」のアプリで発生した不具合に関するお詫びと対応完了に関するご報告_2.pdf - Google Drive MISC drive.google.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

630737 For Android Vulnerability CVE-2021-20748

630771 For IOS Vulnerability CVE-2021-20748
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