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CVE CVE-2021-20827
State PUBLIC
Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback
Published 2021-12-24 07:15:00 UTC

Updated 2022-01-11 18:42:00 UTC

/ |

Risk And Classification

Description Plaintext storage of a password vulnerability in IDEC PLCs (FC6A Series MICROSmart All-in-One CPU module v2.32 and ¢

1|

Problem Types: CWE-312

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product

Application Idec Data File Manager

Hardware Idec Microsmart Fc6a

Operating System Idec Microsmart Fc6a Firmware
Hardware Idec Microsmart Plus Fc6a
Operating System Idec Microsmart Plus Fc6a Firmware
Application Idec Windedit

Application Idec Windldr

All

All

All

All

Version Update Edition
All All
All All
All All
All All
All All
All All
All All

All

Language
All
All
All
All
All
All

All

References

Reference
JVNVU#92279973: Multiple vulnerabilities in IDEC PLCs
www.idec.com/home/lp/pdf/2021-12-24-PLC.pdf

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Source

MISC

MISC

CVE.ORG

NVD

Link Tags
jvn.jp
www.idec.com

WwWw.cve.org canonical

nvd.nist.gov canonical,

analysis


https://cve.report/
https://cve.report/CVE-2021-20827/mitre
https://cve.report/CVE-2021-20827/nist
https://cve.report/CVE-2021-20827/cve_org
https://cve.report/api/cve/CVE-2021-20827.json
https://cve.report/CVE-2021-20827.pdf
http://cve.report/vendor/idec
http://cve.report/software/idec/data_file_manager
http://cve.report/vendor/idec
http://cve.report/software/idec/microsmart_fc6a
http://cve.report/vendor/idec
http://cve.report/software/idec/microsmart_fc6a_firmware
http://cve.report/vendor/idec
http://cve.report/software/idec/microsmart_plus_fc6a
http://cve.report/vendor/idec
http://cve.report/software/idec/microsmart_plus_fc6a_firmware
http://cve.report/vendor/idec
http://cve.report/software/idec/windedit
http://cve.report/vendor/idec
http://cve.report/software/idec/windldr
https://jvn.jp/en/vu/JVNVU92279973/index.html
https://www.idec.com/home/lp/pdf/2021-12-24-PLC.pdf
https://www.cve.org/CVERecord?id=CVE-2021-20827
https://nvd.nist.gov/vuln/detail/CVE-2021-20827

There are currently no legacy QID mappings associated with this CVE.
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