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CVE CVE-2021-20863
State PUBLIC
Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback
Published 2021-12-01 03:15:00 UTC
Updated 2021-12-02 16:35:00 UTC

Description OS command injection vulnerability in ELECOM routers (WRC-1167GST2 firmware v1.25 and prior, WRC-1167GST2A firm
i

/ ]

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Elecom Edwrc-2533gst2 - All All All
Operating System Elecom Edwrc-2533gst2 Firmware All All All All
Hardware Elecom Wrc-1167gst2 - All All All
Hardware Elecom Wrc-1167gst2a - All All All
Operating System Elecom Wrc-1167gst2a Firmware All All All All
Hardware Elecom Wrc-1167gst2h - All All All
Operating System Elecom Wrc-1167gst2h Firmware All All All All
Operating System Elecom Wrc-1167gst2 Firmware All All All All
Hardware Elecom Wrc-1750gs - All All All
Hardware Elecom Wrc-1750gsv - All All All
Operating System Elecom Wrc-1750gsv Firmware All All All All
Operating System Elecom Wrc-1750gs Firmware All All All All
Hardware Elecom Wrc-1900gst - All All All
Operating System Elecom Wrc-1900gst Firmware All All All All
Hardware Elecom Wrc-2533¢gs2-b - All All All
Operating System Elecom Wrc-2533¢gs2-b Firmware All All All All
Hardware Elecom Wrc-2533gs2-w - All All All
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Operating System Elecom Wrc-2533gs2-w Firmware All All All All
Hardware Elecom Wrc-2533gst - All All All
Hardware Elecom Wrc-2533gst2 - All All All
Hardware Elecom Wrc-2533gst2-g - All All All
Operating System Elecom Wrc-2533gst2-g Firmware All All All All
Hardware Elecom Wrc-2533gst2sp - All All All
Operating System Elecom Wrc-2533gst2sp Firmware All All All All
Operating System Elecom Wrc-2533gst2 Firmware All All All All
Hardware Elecom Wrc-2533gsta - All All All
Operating System Elecom Wrc-2533gsta Firmware All All All All
Operating System Elecom Wrc-2533gst Firmware All All All All
Reference Source
JVNVU#94527926: Multiple vulnerabilities in multiple ELECOM routers MISC

EBEIANI =T —DEF1VFALEDEODT7—LADTT77YITT— FOSEEL) - BRFER- 2+ 21U F 1154k | ELECOM MISC
CVE Program record CVE.ORC

NVD vulnerability detail NVD

4‘ Wﬂ

BARR AR AR AN

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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