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Summary

CVE CVE-2021-20869

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-01-04 04:15:00 UTC

Updated 2022-01-13 02:57:00 UTC

Description Exposure of sensitive information to an unauthorized actor vulnerability in KONICA MINOLTA bizhub series (bizhub C750i G00-35 and earlier, bizhub C650i/C550i/C450i G00-B6 and earlier, bizhub C360i/C300i/C250i G00-B6 and earlier, bizhub 750i/650i/550i/450i G00-37 and earlier, bizhub 360i/300i G00-33 and earlier, bizhub C287i/C257i/C227i G00-19 and earlier, bizhub 306i/266i/246i/226i G00-B6 and earlier, bizhub C759/C659 GC7-X8 and earlier, bizhub C658/C558/C458 GC7-X8 and earlier, bizhub 958/808/758 GC7-X8 and earlier, bizhub 658e/558e/458e GC7-X8 and earlier, bizhub C287/C227 GC7-X8 and earlier, bizhub 287/227 GC7-X8 and earlier, bizhub 368e/308e GC7-X8 and earlier, bizhub C368/C308/C258 GC9-X4 and earlier, bizhub 558/458/368/308 GC9-X4 and earlier, bizhub C754e/C654e GDQ-M0 and earlier, bizhub 754e/654e GDQ-M0 and earlier, bizhub C554e/C454e GDQ-M1 and earlier, bizhub C364e/C284e/C224e GDQ-M1 and earlier, bizhub 554e/454e/364e/284e/224e GDQ-M1 and earlier, bizhub C754/C654 C554/C454 GR1-M0 and earlier, bizhub C364/C284/C224 GR1-M0 and earlier, bizhub 754/654 GR1-M0 and earlier, bizhub C4050i/C3350i/C4000i/C3300i G00-B6 and earlier, bizhub C3320i G00-B6 and earlier, bizhub 4750i/4050i G00-22 and earlier, bizhub 4700i G00-22 and earlier, bizhub C3851FS/C3851/C3351 GC9-X4 and earlier, and bizhub 4752/4052 GC9-X4 and earlier) allows an attacker on the adjacent network to obtain some of user credentials if LDAP server authentication is enabled via a specific SOAP message.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Konicaminolta Bizhub 224e - All All All

Operating System Konicaminolta Bizhub 224e Firmware All All All All

Hardware Konicaminolta Bizhub 226i - All All All

Operating System Konicaminolta Bizhub 226i Firmware All All All All

Hardware Konicaminolta Bizhub 227 - All All All

Operating System Konicaminolta Bizhub 227 Firmware All All All All

Hardware Konicaminolta Bizhub 246i - All All All

Operating System Konicaminolta Bizhub 246i Firmware All All All All

Hardware Konicaminolta Bizhub 266i - All All All

Operating System Konicaminolta Bizhub 266i Firmware All All All All

Hardware Konicaminolta Bizhub 284e - All All All

Operating System Konicaminolta Bizhub 284e Firmware All All All All

Hardware Konicaminolta Bizhub 287 - All All All

Operating System Konicaminolta Bizhub 287 Firmware All All All All

Hardware Konicaminolta Bizhub 300i - All All All

Operating System Konicaminolta Bizhub 300i Firmware All All All All

Hardware Konicaminolta Bizhub 306i - All All All
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Hardware Konicaminolta Bizhub 306i - All All All

Operating System Konicaminolta Bizhub 306i Firmware All All All All

Hardware Konicaminolta Bizhub 308 - All All All

Hardware Konicaminolta Bizhub 308e - All All All

Operating System Konicaminolta Bizhub 308e Firmware All All All All

Operating System Konicaminolta Bizhub 308 Firmware All All All All

Hardware Konicaminolta Bizhub 360i - All All All

Operating System Konicaminolta Bizhub 360i Firmware All All All All

Hardware Konicaminolta Bizhub 364e - All All All

Operating System Konicaminolta Bizhub 364e Firmware All All All All

Hardware Konicaminolta Bizhub 368 - All All All

Hardware Konicaminolta Bizhub 368e - All All All

Operating System Konicaminolta Bizhub 368e Firmware All All All All

Operating System Konicaminolta Bizhub 368 Firmware All All All All

Hardware Konicaminolta Bizhub 4050i - All All All

Operating System Konicaminolta Bizhub 4050i Firmware All All All All

Hardware Konicaminolta Bizhub 4052 - All All All

Operating System Konicaminolta Bizhub 4052 Firmware All All All All

Hardware Konicaminolta Bizhub 450i - All All All

Operating System Konicaminolta Bizhub 450i Firmware All All All All

Hardware Konicaminolta Bizhub 454e - All All All

Operating System Konicaminolta Bizhub 454e Firmware All All All All

Hardware Konicaminolta Bizhub 458 - All All All

Hardware Konicaminolta Bizhub 458e - All All All

Operating System Konicaminolta Bizhub 458e Firmware All All All All

Operating System Konicaminolta Bizhub 458 Firmware All All All All

Hardware Konicaminolta Bizhub 4700i - All All All

Operating System Konicaminolta Bizhub 4700i Firmware All All All All

Hardware Konicaminolta Bizhub 4750i - All All All

Operating System Konicaminolta Bizhub 4750i Firmware All All All All

Hardware Konicaminolta Bizhub 4752 - All All All

Operating System Konicaminolta Bizhub 4752 Firmware All All All All

Hardware Konicaminolta Bizhub 550i - All All All

Operating System Konicaminolta Bizhub 550i Firmware All All All All

Hardware Konicaminolta Bizhub 554e - All All All

Operating System Konicaminolta Bizhub 554e Firmware All All All All
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Hardware Konicaminolta Bizhub 558 - All All All

Hardware Konicaminolta Bizhub 558e - All All All

Operating System Konicaminolta Bizhub 558e Firmware All All All All

Operating System Konicaminolta Bizhub 558 Firmware All All All All

Hardware Konicaminolta Bizhub 650i - All All All

Operating System Konicaminolta Bizhub 650i Firmware All All All All

Hardware Konicaminolta Bizhub 654 - All All All

Hardware Konicaminolta Bizhub 654e - All All All

Operating System Konicaminolta Bizhub 654e Firmware All All All All

Operating System Konicaminolta Bizhub 654 Firmware All All All All

Hardware Konicaminolta Bizhub 658e - All All All

Operating System Konicaminolta Bizhub 658e Firmware All All All All

Hardware Konicaminolta Bizhub 750i - All All All

Operating System Konicaminolta Bizhub 750i Firmware All All All All

Hardware Konicaminolta Bizhub 754 - All All All

Hardware Konicaminolta Bizhub 754e - All All All

Operating System Konicaminolta Bizhub 754e Firmware All All All All

Operating System Konicaminolta Bizhub 754 Firmware All All All All

Hardware Konicaminolta Bizhub 758 - All All All

Operating System Konicaminolta Bizhub 758 Firmware All All All All

Hardware Konicaminolta Bizhub 808 - All All All

Operating System Konicaminolta Bizhub 808 Firmware All All All All

Hardware Konicaminolta Bizhub 958 - All All All

Operating System Konicaminolta Bizhub 958 Firmware All All All All

Hardware Konicaminolta Bizhub C224 - All All All

Hardware Konicaminolta Bizhub C224e - All All All

Operating System Konicaminolta Bizhub C224e Firmware All All All All

Operating System Konicaminolta Bizhub C224 Firmware All All All All

Hardware Konicaminolta Bizhub C227 - All All All

Hardware Konicaminolta Bizhub C227i - All All All

Operating System Konicaminolta Bizhub C227i Firmware All All All All

Operating System Konicaminolta Bizhub C227 Firmware All All All All

Hardware Konicaminolta Bizhub C250i - All All All

Operating System Konicaminolta Bizhub C250i Firmware All All All All

Hardware Konicaminolta Bizhub C257i - All All All

Operating System Konicaminolta Bizhub C257i Firmware All All All All
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Operating System Konicaminolta Bizhub C257i Firmware All All All All

Hardware Konicaminolta Bizhub C258 - All All All

Operating System Konicaminolta Bizhub C258 Firmware All All All All

Hardware Konicaminolta Bizhub C284 - All All All

Hardware Konicaminolta Bizhub C284e - All All All

Operating System Konicaminolta Bizhub C284e Firmware All All All All

Operating System Konicaminolta Bizhub C284 Firmware All All All All

Hardware Konicaminolta Bizhub C287 - All All All

Hardware Konicaminolta Bizhub C287i - All All All

Operating System Konicaminolta Bizhub C287i Firmware All All All All

Operating System Konicaminolta Bizhub C287 Firmware All All All All

Hardware Konicaminolta Bizhub C300i - All All All

Operating System Konicaminolta Bizhub C300i Firmware All All All All

Hardware Konicaminolta Bizhub C308 - All All All

Operating System Konicaminolta Bizhub C308 Firmware All All All All

Hardware Konicaminolta Bizhub C3300i - All All All

Operating System Konicaminolta Bizhub C3300i Firmware All All All All

Hardware Konicaminolta Bizhub C3320i - All All All

Operating System Konicaminolta Bizhub C3320i Firmware All All All All

Hardware Konicaminolta Bizhub C3350i - All All All

Operating System Konicaminolta Bizhub C3350i Firmware All All All All

Hardware Konicaminolta Bizhub C3351 - All All All

Operating System Konicaminolta Bizhub C3351 Firmware All All All All

Hardware Konicaminolta Bizhub C360i - All All All

Operating System Konicaminolta Bizhub C360i Firmware All All All All

Hardware Konicaminolta Bizhub C364 - All All All

Hardware Konicaminolta Bizhub C364e - All All All

Operating System Konicaminolta Bizhub C364e Firmware All All All All

Operating System Konicaminolta Bizhub C364 Firmware All All All All

Hardware Konicaminolta Bizhub C368 - All All All

Operating System Konicaminolta Bizhub C368 Firmware All All All All

Hardware Konicaminolta Bizhub C3851 - All All All

Hardware Konicaminolta Bizhub C3851fs - All All All

Operating System Konicaminolta Bizhub C3851fs Firmware All All All All

Operating System Konicaminolta Bizhub C3851 Firmware All All All All

Hardware Konicaminolta Bizhub C4000i - All All All
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Operating System Konicaminolta Bizhub C4000i Firmware All All All All

Hardware Konicaminolta Bizhub C4050i - All All All

Operating System Konicaminolta Bizhub C4050i Firmware All All All All

Hardware Konicaminolta Bizhub C450i - All All All

Operating System Konicaminolta Bizhub C450i Firmware All All All All

Hardware Konicaminolta Bizhub C454 - All All All

Hardware Konicaminolta Bizhub C454e - All All All

Operating System Konicaminolta Bizhub C454e Firmware All All All All

Operating System Konicaminolta Bizhub C454 Firmware All All All All

Hardware Konicaminolta Bizhub C458 - All All All

Operating System Konicaminolta Bizhub C458 Firmware All All All All

Hardware Konicaminolta Bizhub C550i - All All All

Operating System Konicaminolta Bizhub C550i Firmware All All All All

Hardware Konicaminolta Bizhub C554 - All All All

Hardware Konicaminolta Bizhub C554e - All All All

Operating System Konicaminolta Bizhub C554e Firmware All All All All

Operating System Konicaminolta Bizhub C554 Firmware All All All All

Hardware Konicaminolta Bizhub C558 - All All All

Operating System Konicaminolta Bizhub C558 Firmware All All All All

Hardware Konicaminolta Bizhub C650i - All All All

Operating System Konicaminolta Bizhub C650i Firmware All All All All

Hardware Konicaminolta Bizhub C654 - All All All

Hardware Konicaminolta Bizhub C654e - All All All

Operating System Konicaminolta Bizhub C654e Firmware All All All All

Operating System Konicaminolta Bizhub C654 Firmware All All All All
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