
CVE-2021-20994
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2021-20994

State PUBLIC

Assigner info@cert.vde.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-05-13 14:15:00 UTC

Updated 2021-05-20 20:06:00 UTC

Description In multiple managed switches by WAGO in different versions an attacker may trick a legitimate user to click a link to inject possible malicious code into the Web-Based Management.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Wago 0852-0303 - All All All

Operating System Wago 0852-0303 Firmware All All All All

Hardware Wago 0852-1305 - All All All

Hardware Wago 0852-1305/000-001 - All All All

Operating System Wago 0852-1305/000-001 Firmware All All All All

Operating System Wago 0852-1305 Firmware All All All All

Hardware Wago 0852-1505 - All All All

Hardware Wago 0852-1505/000-001 - All All All

Operating System Wago 0852-1505/000-001 Firmware All All All All

Operating System Wago 0852-1505 Firmware All All All All

References

Reference Source Link Tags

WAGO: Multiple Vulnerabilities in the Web-Based Management — English (USA) CONFIRM cert.vde.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

https://cve.report/
https://cve.report/CVE-2021-20994/mitre
https://cve.report/CVE-2021-20994/nist
https://cve.report/CVE-2021-20994/cve_org
https://cve.report/CVE-2021-20994.pdf
http://cve.report/vendor/wago
http://cve.report/software/wago/0852-0303
http://cve.report/vendor/wago
http://cve.report/software/wago/0852-0303_firmware
http://cve.report/vendor/wago
http://cve.report/software/wago/0852-1305
http://cve.report/vendor/wago
http://cve.report/software/wago/0852-1305/000-001
http://cve.report/vendor/wago
http://cve.report/software/wago/0852-1305/000-001_firmware
http://cve.report/vendor/wago
http://cve.report/software/wago/0852-1305_firmware
http://cve.report/vendor/wago
http://cve.report/software/wago/0852-1505
http://cve.report/vendor/wago
http://cve.report/software/wago/0852-1505/000-001
http://cve.report/vendor/wago
http://cve.report/software/wago/0852-1505/000-001_firmware
http://cve.report/vendor/wago
http://cve.report/software/wago/0852-1505_firmware
https://cert.vde.com/en-us/advisories/vde-2021-013
https://www.cve.org/CVERecord?id=CVE-2021-20994
https://nvd.nist.gov/vuln/detail/CVE-2021-20994


Vendor Comments And Credit

Discovery Credit

LEGACY: Dr. Tobias Augustin and Stephan Tigges of IKS – Institut für Kooperative Systeme
GmbH, Kai Gaul and Jan Rübenach of ABO Wind AG, coordinated by CERT@VDE

There are currently no legacy QID mappings associated with this CVE.
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