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Summary

CVE CVE-2021-21252

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-01-13 19:15:00 UTC

Updated 2023-08-31 03:15:00 UTC

Description The jQuery Validation Plugin provides drop-in validation for your existing forms. It is published as an npm package "jquery-validation". jquery-validation before version 1.19.3 contains one or more regular expressions that are vulnerable to ReDoS (Regular Expression Denial of Service). This is fixed in 1.19.3.

Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Jqueryvalidation Jquery Validation All All All All

Application Jqueryvalidation Jquery Validation All All All All

Application Netapp Snapcenter - All All All

Application Netapp Snapcenter - All All All

References

Reference Source

Core: fixed Regular Expression Denial of Service vulnerability by staabm · Pull Request #2371 · jquery-validation/jquery-validation · GitHub MISC

CVE-2021-21252 jQuery Vulnerability in NetApp Products | NetApp Product Security CONFIRM

jquery-validation MISC

Core: fixed Regular Expression Denial of Service vulnerability (#2371) · jquery-validation/jquery-validation@5d8f29e · GitHub MISC

GH Reported Security issue · Advisory · jquery-validation/jquery-validation · GitHub CONFIRM

[SECURITY] [DLA 3551-1] otrs2 security update MLIST

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

180532 Debian Security Update for phpmyadminotrs2 (CVE-2021-21252)

6000085 Debian Security Update for otrs2 (DLA 3551-1)

982943 Nodejs (npm) Security Update for jquery-validation (GHSA-jxwx-85vp-gvwm)
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