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Summary

CVE CVE-2021-21275

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-01-25 23:15:00 UTC

Updated 2022-04-26 14:45:00 UTC

Description The MediaWiki "Report" extension has a Cross-Site Request Forgery (CSRF) vulnerability. Before fixed version, there was no protection against CSRF checks on Special:Report, so requests to report a revision could be forged. The problem has been fixed in commit f828dc6 by making use of MediaWiki edit tokens.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Oracle Communications Cloud Native Core Network Slice Selection Function 1.2.1 All All All

Application Oracle Communications Pricing Design Center 12.0.0.4.0 All All All

Application Oracle Communications Pricing Design Center 12.0.0.5.0 All All All

Application Report Project Report All All All All

Application Report Project Report All All All All

References

Reference Source Link Tags

CSRF vulnerability for reporting revisions · Advisory · Kenny2github/Report · GitHub CONFIRM github.com Patch, Third Party Advisory

Add CSRF check for Special:Report · Kenny2github/Report@f828dc6 · GitHub MISC github.com Patch, Third Party Advisory

Oracle Critical Patch Update Advisory - April 2022 MISC www.oracle.com

Oracle Critical Patch Update Advisory - July 2021 N/A www.oracle.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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