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CVE CVE-2021-21305
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-02-08 20:15:00 UTC
Updated 2022-04-26 15:59:00 UTC
Description CarrierWave is an open-source RubyGem which provides a simple and flexible way to upload files from Ruby applications.

/ |

1|

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Carrierwave Project Carrierwave All All All All

Application Carrierwave Project Carrierwave All All All All

Reference Source Link
carrierwave | RubyGems.org | your community gem host MISC rubygems.org
carrierwave/CHANGELOG.md at master - carrierwaveuploader/carrierwave - GitHub MISC github.com
Fix Code Injection vulnerability in CarrierWave::RMagick - carrierwaveuploader/carrierwave@387116f - GitHub ~ MISC github.com
Code Injection vulnerability in CarrierWave::RMagick - Advisory - carrierwaveuploader/carrierwave - GitHub CONFIRM github.com
carrierwave/CHANGELOG.md at master - carrierwaveuploader/carrierwave - GitHub MISC github.com
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
A

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

184893 Debian Security Update for ruby-carrierwave (CVE-2021-21305)
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690156 Free Berkeley Software Distribution (FreeBSD) Security Update for carrierwave (76a07f31-a860-11eb-8ddb-001b217b3468)
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