=

VE-2021-2131

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2021-21315
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-02-16 17:15:00 UTC
Updated 2023-11-07 03:29:00 UTC
Description The System Information Library for Node.JS (npm package "systeminformation") is an open source collection of functions tc

/ |

Risk And Classification

EPSS: 0.939600000 probability, percentile 0.998880000 (date 2026-04-28)
CISA KEV: Listed on 2022-01-18; due 2022-02-01; ransomware use Unknown
Problem Types: CWE-78

CISA Known Exploited Vulnerability

Vendor Npm package

Product System Information Library for Node.JS

Name System Information Library for Node.JS Command Injection
Required Action Apply updates per vendor instructions.

Notes https://nvd.nist.gov/vuln/detail/CVE-2021-21315

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Cordova 10.0.0 All All All
Application Apache Cordova 10.0.0 All All All
Application Systeminformation Systeminformation All All All All
Application Systeminformation Systeminformation All All All All
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[cordova-issues] 20210224 [GitHub] [cordova-cli] iva2k opened a new issue #549: update systeminformation package to >=5.3.1

CVE-2021-21315 Node.JS Vulnerability in NetApp Products | NetApp Product Security CONFIRM
systeminformation - npm MISC
Pony Mail! MLIST
CVE Program record CVE.ORG
NVD vulnerability detail NVD
CISA Known Exploited Vulnerabilities catalog CISA

4] |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

150503 NodedS Command Injection Vulnerability (CVE-2021-21315)

982907 Nodejs (npm) Security Update for systeminformation (GHSA-2m8v-572m-ff2v)
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