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CVE-2021-21329 - advisory for GHSA-fw57-f7mqg-9985

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

ossananacrrrnunsccnian Gertain versions of Ratcf from Ratcf contain the foIIowing vulnerability:

RATCEF is an open-source framework for hosting Cyber-Security
Capture the Flag events. In affected versions of RATCF users with
multi factor authentication enabled are able to log in without a valid
token. This is fixed in commit cebb67b.

CVE-2021-21329 has been assigned by () security-advisories@github.com to track the vulnerability - currently rated as
severity.

Affected Vendor/Software: () ractf - core version >c57a4d186bfc586ad3edfe4dcbadf11efbf2209, <
cebb67bd16a8296121201805332365ffccb29638

CVSS3 Score: 9.8- CRITICAL

Attack Attack Privileges User
Vector Complexity Required Interaction
NETWORK LOW [ NONE | [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ HIGH | [ HIGH | [ HIGH |
CVSS2 Score: [SBFMEDIUM)
Access Access Authentication
Vector Complexity
[ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

| CVE References

Description Tags Link

Marne niilll reniiect from GHSKA- [ potcp | ™ MISC


https://cve.report/
https://cve.report/CVE-2021-21329/mitre
https://cve.report/CVE-2021-21329/nist
https://cve.report/CVE-2021-21329/cve_org
https://cve.report/CVE-2021-21329.pdf
http://cve.report/software/ratcf/ratcf
http://cve.report/vendor/ratcf
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/

----- YV MU U UTUUL T s o [T oo L R

fw57-f7mq-9985 - github.com/ractf/core/commit/cebb67bd16a8296121201805332365ffcch29638
ractf/core@cebb67b - GitHub | github.com |
Multi Factor Authentication [ Patch | () CONFIRM github.com/ractf/core/security/advisories/GHSA-fw57-f7mq-9g85

Token Improperly Validated On
User Login - Advisory - ractf/core  [EITITIEN

- Github

Refactor 2FA and prepare for fido [T O MIsC
support - ractf/core@c57a4d1 - github.com/ractf/core/commit/c57a4d186bfc586ad3edfe4dcbadfi 1efbf22f09#dliff-
GitHub 60c444c47c061306f2dff5bf97c07810f40f949a8e94ecbb609b6b29364c8642R130-

R152

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Ratcf Ratcf All All All All
Application Ratcf Ratcf All All All All

cpe:2.3:a:ratcfratcf: "

cpe:2.3:a:ratcfratcf:

No vendor comments have been submitted for this CVE
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