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Summary

CVE CVE-2021-21332

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-03-26 20:15:00 UTC

Updated 2023-11-07 03:29:00 UTC

Description Synapse is a Matrix reference homeserver written in python (pypi package matrix-synapse). Matrix is an ecosystem for open federated Instant Messaging and VoIP. In Synapse before version 1.27.0, the password reset endpoint served via Synapse was vulnerable to cross-site scripting (XSS) attacks. The impact depends on the configuration of the domain that Synapse is deployed on, but may allow access to cookies and other browser data, CSRF vulnerabilities, and access to other resources served on the same domain or parent domains. This is fixed in version 1.27.0.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 34 All All All

Application Matrix Synapse All All All All

References

Reference Source Link

Clean-up the template loading code by clokep · Pull Request #9200 · matrix-org/synapse · GitHub MISC github.com

Clean-up the template loading code. (#9200) · matrix-org/synapse@e54746b · GitHub MISC github.com

[SECURITY] Fedora 34 Update: matrix-synapse-1.38.1-1.fc34 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

Cross-site scripting (XSS) vulnerability in the password reset endpoint · Advisory · matrix-org/synapse · GitHub CONFIRM github.com

[SECURITY] Fedora 34 Update: matrix-synapse-1.38.1-1.fc34 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Release v1.27.0 · matrix-org/synapse · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/TNNAJOZNMVMXM6AS7RFFKB4QLUJ4IFEY/
https://github.com/matrix-org/synapse/security/advisories/GHSA-246w-56m2-5899
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/TNNAJOZNMVMXM6AS7RFFKB4QLUJ4IFEY/
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CVE.report and Source URL Uptime Status status.cve.report

281765 Fedora Security Update for matrix (FEDORA-2021-a627cfd31e)

981369 Python (pip) Security Update for matrix-synapse (GHSA-246w-56m2-5899)
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