=

CVE-2021-2133

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2021-21334
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-03-10 22:15:00 UTC

Updated 2023-11-07 03:29:00 UTC

Description In containerd (an industry-standard container runtime) before versions 1.3.10 and 1.4.4, containers launched through conta
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Risk And Classification

Problem Types: CWE-668

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 33 All All All
Operating System Fedoraproject Fedora 34 All All All
Application Linuxfoundation Containerd All All All All

References |
Reference

[SECURITY] Fedora 33 Update: golang-github-containerd-cri-1.19.0-3.20210307gitaa2d5a9.fc33 - package-announce - Fedora Mailing-Lists
Merge pull request from GHSA-6g2g-w5j3-fwh4 - containerd/containerd@05f951a - GitHub

Release containerd 1.3.10 - containerd/containerd - GitHub

[SECURITY] Fedora 34 Update: golang-github-containerd-cri-1.19.0-3.20210307gitaa2d5a9.fc34 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 33 Update: containerd-1.4.4-1.fc33 - package-announce - Fedora Mailing-Lists

containerd CRI plugin: environment variables can leak between containers - Advisory - containerd/containerd - GitHub

Release containerd 1.4.4 - containerd/containerd - GitHub

[SECURITY] Fedora 33 Update: containerd-1.4.4-1.fc33 - package-announce - Fedora Mailing-Lists

containerd: Multiple vulnerabilities (GLSA 202105-33) — Gentoo security

[SECURITY] Fedora 34 Update: golang-github-containerd-cri-1.19.0-3.20210307gitaa2d5a9.fc34 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 33 Update: golang-github-containerd-cri-1.19.0-3.20210307gitaa2d5a9.fc33 - package-announce - Fedora Mailing-Lists
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No vendor comments have been submitted for this CVE.

| Legacy QID Mappings

174971 SUSE Enterprise Linux Security Update for containerd, docker, runc (SUSE-SU-2021:1458-1)
179796 Debian Security Update for containerd (CVE-2021-21334)

198300 Ubuntu Security Notification for Containerd Vulnerability (USN-4881-1)

281523 Fedora Security Update for containerd (FEDORA-2021-470fa24f5b)

281524 Fedora Security Update for golang (FEDORA-2021-f049305892)

281525 Fedora Security Update for golang (FEDORA-2021-10ce8fcbf1)

353048 Amazon Linux Security Advisory for containerd : ALAS2NITRO-ENCLAVES-2021-011

353061 Amazon Linux Security Advisory for containerd : ALAS2DOCKER-2021-011

356560 Amazon Linux Security Advisory for containerd : ALAS2ECS-2023-014

500859 Alpine Linux Security Update for containerd

501871 Alpine Linux Security Update for k3s

504641 Alpine Linux Security Update for containerd

6140347 AWS Bottlerocket Security Update for containerd (GHSA-jcgh-gjq8-fxgq)

710081 Gentoo Linux containerd Multiple vulnerabilities (GLSA 202105-33)

750155 SUSE Enterprise Linux Security Update for containerd, docker, runc (SUSE-SU-2021:1954-1)
750648 OpenSUSE Security Update for containerd, docker, runc (openSUSE-SU-2021:0878-1)
750812 OpenSUSE Security Update for containerd, docker, runc (openSUSE-SU-2021:1954-1)
900210 CBL-Mariner Linux Security Update for zstd 1.4.4

900211 CBL-Mariner Linux Security Update for moby-containerd 1.4.4

903258 Common Base Linux Mariner (CBL-Mariner) Security Update for moby-containerd (4430)

997017 GO (Go) Security Update for github.com/containerd/containerd (GHSA-6g2g-w5;3-fwh4)
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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