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Summary

CVE CVE-2021-21353

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-03-03 02:15:00 UTC

Updated 2021-03-09 15:35:00 UTC

Description Pug is an npm package which is a high-performance template engine. In pug before version 3.0.1, if a remote attacker was able to control the `pretty` option of the pug compiler, e.g. if you spread a user provided object such as the query parameters of a request into the pug template inputs, it was possible for them to achieve remote code execution on the node.js backend. This is fixed in version 3.0.1. This advisory applies to multiple pug packages including "pug", "pug-code-gen". pug-code-gen has a backported fix at version 2.0.3. This advisory is not exploitable if there is no way for un-trusted input to be passed to pug as the `pretty` option, e.g. if you compile templates in advance before applying user input to them, you do not need to upgrade.

Risk And Classification

Problem Types: CWE-74

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Pugjs Pug All All All All

Application Pugjs Pug All All All All

Application Pugjs Pug-code-gen All All All All

Application Pugjs Pug-code-gen All All All All

References

Reference Source Link

fix: sanitise and escape the `pretty` option (#3314) · pugjs/pug@991e78f · GitHub MISC github.com

Release pug@3.0.1 · pugjs/pug · GitHub MISC github.com

Code injection vulnerability in visitMixin and visitMixinBlock through "pretty" option · Issue #3312 · pugjs/pug · GitHub MISC github.com

fix: sanitise and escape the `pretty` option by ForbesLindesay · Pull Request #3314 · pugjs/pug · GitHub MISC github.com

pug-code-gen MISC www.npmjs.com

Remote code execution via the `pretty` option. · Advisory · pugjs/pug · GitHub CONFIRM github.com

pug MISC www.npmjs.com
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No vendor comments have been submitted for this CVE.
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