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Summary

CVE CVE-2021-21360

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-03-09 01:15:00 UTC

Updated 2022-01-01 18:02:00 UTC

Description Products.GenericSetup is a mini-framework for expressing the configured state of a Zope Site as a set of filesystem artifacts. In Products.GenericSetup before version 2.1.1 there is an information disclosure vulnerability - anonymous visitors may view log and snapshot files generated by the Generic Setup Tool. The problem has been fixed in version 2.1.1. Depending on how you have installed Products.GenericSetup, you should change the buildout version pin to 2.1.1 and re-run the buildout, or if you used pip simply do pip install `"Products.GenericSetup>=2.1.1"`.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zope Products.genericsetup All All All All

Application Zope Products.genericsetup All All All All

References

Reference

Exposure of Sensitive Information to an Unauthorized Actor in Products.GenericSetup · Advisory · zopefoundation/Products.GenericSetup · GitHub

Enforce access control on snapshot files and folders. · zopefoundation/Products.GenericSetup@7003195 · GitHub

oss-security - Plone security hotfix 20210518

oss-security - Re: Plone security hotfix 20210518

Products.GenericSetup · PyPI

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

982403 Python (pip) Security Update for Products.GenericSetup (GHSA-jff3-mwp3-f8cw)

https://cve.report/
https://cve.report/CVE-2021-21360/mitre
https://cve.report/CVE-2021-21360/nist
https://cve.report/CVE-2021-21360/cve_org
https://cve.report/CVE-2021-21360.pdf
http://cve.report/vendor/zope
http://cve.report/software/zope/products.genericsetup
http://cve.report/vendor/zope
http://cve.report/software/zope/products.genericsetup
https://github.com/zopefoundation/Products.GenericSetup/security/advisories/GHSA-jff3-mwp3-f8cw
https://github.com/zopefoundation/Products.GenericSetup/commit/700319512b3615b3871a1f24e096cf66dc488c57
http://www.openwall.com/lists/oss-security/2021/05/21/1
http://www.openwall.com/lists/oss-security/2021/05/22/1
https://pypi.org/project/Products.GenericSetup/
https://www.cve.org/CVERecord?id=CVE-2021-21360
https://nvd.nist.gov/vuln/detail/CVE-2021-21360
http://cve.report/qid/982403


© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report

https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2021-21360
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


