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assauncrerLumsucuran  Gertain versions of Msgpack5 from Msgpack5 Project contain the
following vulnerability:

msgpack5 is a msgpack v5 implementation for node.js and the
browser. In msgpack5 before versions 3.6.1, 4.5.1, and 5.2.1 there is a
"Prototype Poisoning" vulnerability. When msgpack5 decodes a map
containing a key "__proto__ ", it assigns the decoded value to
__proto__. Object.prototype._ proto__ is an accessor property for the
receiver's prototype. If the value corresponding to the key _ proto_ decodes to an object or
null, msgpack5 sets the decoded object's prototype to that value. An attacker who can submit
crafted MessagePack data to a service can use this to produce values that appear to be of
other types; may have unexpected prototype properties and methods (for example length,
numeric properties, and push et al if __proto__'s value decodes to an Array); and/or may
throw unexpected exceptions when used (for example if the __proto__ value decodes to a
Map or Date). Other unexpected behavior might be produced for other types. There is no
effect on the global prototype. This "prototype poisoning" is sort of a very limited inversion of a
prototype pollution attack. Only the decoded value's prototype is affected, and it can only be
set to msgpack5 values (though if the victim makes use of custom codecs, anything could be
a msgpack5 value). We have not found a way to escalate this to true prototype pollution
(absent other bugs in the consumer's code). This has been fixed in msgpack5 version 3.6.1,
4.5.1, and 5.2.1. See the referenced GitHub Security Advisory for an example and more
details.

AV

CVE-2021-21368 has been assigned by () security-advisories@github.com to track the vulnerability - currently rated as (IR severity.
Affected Vendor/Software: () mcollina - msgpacks5 version < 3.6.1
Affected Vendor/Software: () mcollina - msgpack5 version >= 4.0.0, < 4.5.1

Affected Vendor/Software: () mcollina - msgpack5 version >= 5.0.0, < 5.2.1

| CVSS3 Score: 8.8-HIGH

Attack Attack Privileges User


https://cve.report/
https://cve.report/CVE-2021-21368/mitre
https://cve.report/CVE-2021-21368/nist
https://cve.report/CVE-2021-21368/cve_org
https://cve.report/CVE-2021-21368.pdf
http://cve.report/software/msgpack5_project/msgpack5
http://cve.report/vendor/msgpack5_project

Vector Complexity Required Interaction

Low Low [ NONE |

Scope Confidentiality Integrity Availability
Impact Impact Impact

[ UNCHANGED | [ HIGH | [ HIGH | [ HIGH |
CVSS2 Score: §6'5BMEDIUNM

Access Access Authentication
Vector Complexity
Low
Confidentiality Integrity Availability
Impact Impact Impact
CVE References
Description Tags Link
Merge pull request from [ Patch | ) MISC
GHSA-gmjw-49p4-pcfm - github.com/mcollina/msgpack5/commit/d4e6ch956ae51c8bb2828e71c7¢1107¢c340cf1e

mcollina/msgpack5@d4e6cb9
- GitHub

Release v4.5.1 -
mcollina/msgpack5 - GitHub

msgpack5

Release v3.6.1 -
mcollina/msgpack5 - GitHub

Release v5.2.1 -
mcollina/msgpack5 - GitHub

Prototype poisoning -
Advisory - mcollina/msgpack5
- GitHub

text/html

Release Notes

Third Party Advisory

text/html

Third Party Advisory

Release Notes
Third Party Advisory

Third Party Advisory

text/html

Third Party Advisory

text/html

) MISC github.com/mcollina/msgpack5/releases/tag/v4.5.1

[l MISC www.npmjs.com/package/msgpack5

) MISC github.com/mcollina/msgpack5/releases/tag/v3.6.1

) MISC github.com/mcollina/msgpack5/releases/tag/v5.2.1

() CONFIRM github.com/mcollina/msgpack5/security/advisories/GHSA-gmjw-49p4-
pcfm

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.
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Related QID Numbers

982906 Nodejs (npm) Security Update for msgpack5 (GHSA-gmjw-49p4-pcfm)


http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://github.com/mcollina/msgpack5/commit/d4e6cb956ae51c8bb2828e71c7c1107c340cf1e8
https://github.com/mcollina/msgpack5/releases/tag/v4.5.1
https://www.npmjs.com/package/msgpack5
https://github.com/mcollina/msgpack5/releases/tag/v3.6.1
https://github.com/mcollina/msgpack5/releases/tag/v5.2.1
https://github.com/mcollina/msgpack5/security/advisories/GHSA-gmjw-49p4-pcfm
mailto:%20comment@cve.report
http://cve.report/qid/982906

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Msgpack5 Project Msgpack5 All All All All

cpe:2.3:a:msgpack5_project:msgpack5:*:*:*:*:*:node.js:*:*:

No vendor comments have been submitted for this CVE
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY

consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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