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CVE CVE-2021-21376
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-03-23 16:15:00 UTC
Updated 2021-03-27 01:59:00 UTC
Description OMERO.web is open source Django-based software for managing microscopy imaging. OMERO.web before version 5.9.0

/ ]

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Openmicroscopy Omero.web All All All All

Reference Source Link
OMERO.web exposes some unnecessary session information in the page - Advisory - ome/omero-web - GitHub  CONFIRM  github.com
2021-SV1 User Context | Open Microscopy Environment (OME) MISC www.openmic
omero-web - PyPI MISC pypi.org

SV commits - ome/omero-web@952f8e5 - GitHub MISC github.com
omero-web/CHANGELOG.md at master - ome/omero-web - GitHub MISC github.com
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
q | |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

982876 Python (pip) Security Update for omero-web (GHSA-gfp2-w5jm-955q)
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