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CVE CVE-2021-21382
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-06-11 21:15:00 UTC

Updated 2022-10-21 22:44:00 UTC

Description Restund is an open source NAT traversal server. The restund TURN server can be instructed to open a relay to the loopba
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Risk And Classification

Problem Types: CWE-862

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Wire Restund All All All All
Reference

ansible-restund/restund.conf.j2 at master - wireapp/ansible-restund - GitHub

turn: block forwarding to loopback/any by z-dule - Pull Request #7 - wireapp/restund - GitHub

TALOS-2018-0732 || Cisco Talos Intelligence Group - Comprehensive Threat Intelligence

Unsafe loopback forwarding interface - Advisory - wireapp/restund - GitHub

Details about CVE-2020-26262, bypass of Coturn's default access control protection | Communication Breakdown - real-time communications
Loopback bypass by using 0.0.0.0, [::1] or [::] as the peer address - Advisory - coturn/coturn - GitHub

Restund (TURN) servers — Wire documentation

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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