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Summary

CVE CVE-2021-21384

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-03-19 00:15:00 UTC

Updated 2021-04-22 17:49:00 UTC

Description shescape is a simple shell escape package for JavaScript. In shescape before version 1.1.3, anyone using _Shescape_ to defend against shell injection may still be vulnerable against shell injection if the attacker manages to insert a into the payload. For an example see the referenced GitHub Security Advisory. The problem has been patched in version 1.1.3. No further changes are required.

Risk And Classification

Problem Types: CWE-88

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Microsoft Windows - All All All

Operating System Opengroup Unix - All All All

Application Shescape Project Shescape All All All All

References

Reference Source Link Tags

Null characters not escaped · Advisory · ericcornelissen/shescape · GitHub CONFIRM github.com

Strip null characters from arguments · ericcornelissen/shescape@07a069a · GitHub MISC github.com

shescape - npm MISC www.npmjs.com

Release Release v1.1.3 · ericcornelissen/shescape · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

983848 Nodejs (npm) Security Update for shescape (GHSA-f2rp-38vg-j3gh)
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