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Summary

CVE CVE-2021-21400

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-04-02 15:15:00 UTC

Updated 2021-04-07 12:57:00 UTC

Description wire-webapp is an open-source front end for Wire, a secure collaboration platform. In wire-webapp before version 2021-03-15-production.0, when being prompted to enter the app-lock passphrase, the typed passphrase will be sent into the most recently used chat when the user does not actively give focus to the input field. Input element focus is enforced programatically in version 2021-03-15-production.0.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Wire Wire-webapp 2019-02-11 staging0 All All

Application Wire Wire-webapp 2019-02-11 staging1 All All

Application Wire Wire-webapp 2019-02-11 staging2 All All

Application Wire Wire-webapp 2019-02-13 staging0 All All

Application Wire Wire-webapp 2019-02-18 staging0 All All

Application Wire Wire-webapp 2019-02-27 staging0 All All

Application Wire Wire-webapp 2019-02-28 staging0 All All

Application Wire Wire-webapp 2019-02-28 staging1 All All

Application Wire Wire-webapp 2019-03-05 staging0 All All

Application Wire Wire-webapp 2019-03-07 staging0 All All

Application Wire Wire-webapp 2019-03-11 staging0 All All

Application Wire Wire-webapp 2019-03-13 staging0 All All

Application Wire Wire-webapp 2019-03-13 staging1 All All

Application Wire Wire-webapp 2019-03-20 staging0 All All

Application Wire Wire-webapp 2019-03-25 staging0 All All

Application Wire Wire-webapp 2019-03-25 staging1 All All

Application Wire Wire-webapp 2019-03-28 staging0 All All
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Application Wire Wire-webapp 2019-03-28 staging0 All All

Application Wire Wire-webapp 2019-03-28 staging1 All All

Application Wire Wire-webapp 2019-04-08 staging0 All All

Application Wire Wire-webapp 2019-04-11 staging0 All All

Application Wire Wire-webapp 2019-04-18 staging0 All All

Application Wire Wire-webapp 2019-04-23 staging1 All All

Application Wire Wire-webapp 2019-04-25 staging0 All All

Application Wire Wire-webapp 2019-04-29 staging0 All All

Application Wire Wire-webapp 2019-05-14 staging0 All All

Application Wire Wire-webapp 2019-05-15 staging0 All All

Application Wire Wire-webapp 2019-05-31 staging0 All All

Application Wire Wire-webapp 2019-06-04 staging0 All All

Application Wire Wire-webapp 2019-06-20 staging0 All All

Application Wire Wire-webapp 2019-06-24 staging0 All All

Application Wire Wire-webapp 2019-06-25 staging0 All All

Application Wire Wire-webapp 2019-06-26 staging0 All All

Application Wire Wire-webapp 2019-07-01 staging0 All All

Application Wire Wire-webapp 2019-07-30 staging0 All All

Application Wire Wire-webapp 2019-08-01 staging0 All All

Application Wire Wire-webapp 2019-08-14 staging0 All All

Application Wire Wire-webapp 2019-08-19 staging0 All All

Application Wire Wire-webapp 2019-08-21 production0 All All

Application Wire Wire-webapp 2019-08-22 production0 All All

Application Wire Wire-webapp 2019-08-22 staging0 All All

Application Wire Wire-webapp 2019-08-27 staging0 All All

Application Wire Wire-webapp 2019-09-02 production0 All All

Application Wire Wire-webapp 2019-09-05 staging0 All All

Application Wire Wire-webapp 2019-09-09 staging0 All All

Application Wire Wire-webapp 2019-09-12 staging0 All All

Application Wire Wire-webapp 2019-09-13 staging0 All All

Application Wire Wire-webapp 2019-09-17 production0 All All

Application Wire Wire-webapp 2019-09-18 staging0 All All

Application Wire Wire-webapp 2019-09-23 staging0 All All

Application Wire Wire-webapp 2019-09-24 production0 All All

Application Wire Wire-webapp 2019-10-07 staging0 All All

Application Wire Wire-webapp 2019-10-07 staging1 All All
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Application Wire Wire-webapp 2019-10-08 staging0 All All

Application Wire Wire-webapp 2019-10-10 staging0 All All

Application Wire Wire-webapp 2019-10-10 staging1 All All

Application Wire Wire-webapp 2019-10-14 staging0 All All

Application Wire Wire-webapp 2019-10-16 production0 All All

Application Wire Wire-webapp 2019-10-16 production1 All All

Application Wire Wire-webapp 2019-10-16 staging0 All All

Application Wire Wire-webapp 2019-10-16 staging1 All All

Application Wire Wire-webapp 2019-10-21 staging0 All All

Application Wire Wire-webapp 2019-10-25 staging0 All All

Application Wire Wire-webapp 2019-10-29 staging0 All All

Application Wire Wire-webapp 2019-10-31 staging0 All All

Application Wire Wire-webapp 2019-11-01 production0 All All

Application Wire Wire-webapp 2019-11-08 staging0 All All

Application Wire Wire-webapp 2019-11-12 staging0 All All

Application Wire Wire-webapp 2019-11-19 staging0 All All

Application Wire Wire-webapp 2019-11-21 production0 All All

Application Wire Wire-webapp 2019-11-21 staging0 All All

Application Wire Wire-webapp 2019-11-25 staging0 All All

Application Wire Wire-webapp 2019-11-26 production0 All All

Application Wire Wire-webapp 2019-12-12 staging0 All All

Application Wire Wire-webapp 2019-12-20 staging0 All All

Application Wire Wire-webapp 2020-01-06 production0 All All

Application Wire Wire-webapp 2020-01-09 staging0 All All

Application Wire Wire-webapp 2020-01-13 production0 All All

Application Wire Wire-webapp 2020-01-15 staging0 All All

Application Wire Wire-webapp 2020-01-16 staging0 All All

Application Wire Wire-webapp 2020-01-17 staging0 All All

Application Wire Wire-webapp 2020-01-21 staging0 All All

Application Wire Wire-webapp 2020-01-22 production0 All All

Application Wire Wire-webapp 2020-02-06 staging0 All All

Application Wire Wire-webapp 2020-02-11 staging0 All All

Application Wire Wire-webapp 2020-02-11 staging1 All All

Application Wire Wire-webapp 2020-02-14 production0 All All

Application Wire Wire-webapp 2020-02-18 staging0 All All

Application Wire Wire-webapp 2020-02-20 staging0 All All
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Application Wire Wire-webapp 2020-02-20 staging0 All All

Application Wire Wire-webapp 2020-02-24 staging0 All All

Application Wire Wire-webapp 2020-02-26 staging0 All All

Application Wire Wire-webapp 2020-02-28 staging0 All All

Application Wire Wire-webapp 2020-03-03 production0 All All

Application Wire Wire-webapp 2020-03-03 staging0 All All

Application Wire Wire-webapp 2020-03-06 staging0 All All

Application Wire Wire-webapp 2020-03-12 staging0 All All

Application Wire Wire-webapp 2020-03-18 staging0 All All

Application Wire Wire-webapp 2020-03-20 staging0 All All

Application Wire Wire-webapp 2020-03-23 production0 All All

Application Wire Wire-webapp 2020-03-30 staging0 All All

Application Wire Wire-webapp 2020-04-01 staging0 All All

Application Wire Wire-webapp 2020-04-07 production0 All All

Application Wire Wire-webapp 2020-04-09 staging0 All All

Application Wire Wire-webapp 2020-04-16 staging0 All All

Application Wire Wire-webapp 2020-04-21 production0 All All

Application Wire Wire-webapp 2020-04-22 staging0 All All

Application Wire Wire-webapp 2020-04-23 staging0 All All

Application Wire Wire-webapp 2020-04-28 staging0 All All

Application Wire Wire-webapp 2020-04-29 production0 All All

Application Wire Wire-webapp 2020-05-04 staging0 All All

Application Wire Wire-webapp 2020-05-06 staging0 All All

Application Wire Wire-webapp 2020-05-07 production0 All All

Application Wire Wire-webapp 2020-05-07 staging0 All All

Application Wire Wire-webapp 2020-05-13 staging0 All All

Application Wire Wire-webapp 2020-05-14 staging0 All All

Application Wire Wire-webapp 2020-05-15 staging0 All All

Application Wire Wire-webapp 2020-05-18 staging0 All All

Application Wire Wire-webapp 2020-05-19 staging0 All All

Application Wire Wire-webapp 2020-05-20 production0 All All

Application Wire Wire-webapp 2020-05-22 staging0 All All

Application Wire Wire-webapp 2020-05-26 staging0 All All

Application Wire Wire-webapp 2020-05-27 staging0 All All

Application Wire Wire-webapp 2020-05-28 staging0 All All

Application Wire Wire-webapp 2020-05-29 staging0 All All

http://cve.report/vendor/wire
http://cve.report/software/wire/wire-webapp
http://cve.report/vendor/wire
http://cve.report/software/wire/wire-webapp
http://cve.report/vendor/wire
http://cve.report/software/wire/wire-webapp
http://cve.report/vendor/wire
http://cve.report/software/wire/wire-webapp
http://cve.report/vendor/wire
http://cve.report/software/wire/wire-webapp
http://cve.report/vendor/wire
http://cve.report/software/wire/wire-webapp
http://cve.report/vendor/wire
http://cve.report/software/wire/wire-webapp
http://cve.report/vendor/wire
http://cve.report/software/wire/wire-webapp
http://cve.report/vendor/wire
http://cve.report/software/wire/wire-webapp
http://cve.report/vendor/wire
http://cve.report/software/wire/wire-webapp
http://cve.report/vendor/wire
http://cve.report/software/wire/wire-webapp
http://cve.report/vendor/wire
http://cve.report/software/wire/wire-webapp
http://cve.report/vendor/wire
http://cve.report/software/wire/wire-webapp
http://cve.report/vendor/wire
http://cve.report/software/wire/wire-webapp
http://cve.report/vendor/wire
http://cve.report/software/wire/wire-webapp
http://cve.report/vendor/wire
http://cve.report/software/wire/wire-webapp
http://cve.report/vendor/wire
http://cve.report/software/wire/wire-webapp
http://cve.report/vendor/wire
http://cve.report/software/wire/wire-webapp
http://cve.report/vendor/wire
http://cve.report/software/wire/wire-webapp
http://cve.report/vendor/wire
http://cve.report/software/wire/wire-webapp
http://cve.report/vendor/wire
http://cve.report/software/wire/wire-webapp
http://cve.report/vendor/wire
http://cve.report/software/wire/wire-webapp
http://cve.report/vendor/wire
http://cve.report/software/wire/wire-webapp
http://cve.report/vendor/wire
http://cve.report/software/wire/wire-webapp
http://cve.report/vendor/wire
http://cve.report/software/wire/wire-webapp
http://cve.report/vendor/wire
http://cve.report/software/wire/wire-webapp
http://cve.report/vendor/wire
http://cve.report/software/wire/wire-webapp
http://cve.report/vendor/wire
http://cve.report/software/wire/wire-webapp
http://cve.report/vendor/wire
http://cve.report/software/wire/wire-webapp
http://cve.report/vendor/wire
http://cve.report/software/wire/wire-webapp
http://cve.report/vendor/wire
http://cve.report/software/wire/wire-webapp
http://cve.report/vendor/wire
http://cve.report/software/wire/wire-webapp
http://cve.report/vendor/wire
http://cve.report/software/wire/wire-webapp
http://cve.report/vendor/wire
http://cve.report/software/wire/wire-webapp
http://cve.report/vendor/wire
http://cve.report/software/wire/wire-webapp
http://cve.report/vendor/wire
http://cve.report/software/wire/wire-webapp


Application Wire Wire-webapp 2020-06-02 production0 All All

Application Wire Wire-webapp 2020-06-05 staging0 All All

Application Wire Wire-webapp 2020-06-08 staging0 All All

Application Wire Wire-webapp 2020-06-10 staging0 All All

Application Wire Wire-webapp 2020-06-12 staging0 All All

Application Wire Wire-webapp 2020-06-15 production0 All All

Application Wire Wire-webapp 2020-06-15 staging0 All All

Application Wire Wire-webapp 2020-06-19 staging0 All All

Application Wire Wire-webapp 2020-06-24 production0 All All

Application Wire Wire-webapp 2020-06-29 staging0 All All

Application Wire Wire-webapp 2020-07-07 staging0 All All

Application Wire Wire-webapp 2020-07-07 staging1 All All

Application Wire Wire-webapp 2020-07-13 staging0 All All

Application Wire Wire-webapp 2020-07-16 staging0 All All

Application Wire Wire-webapp 2020-07-24 production0 All All

Application Wire Wire-webapp 2020-07-24 staging0 All All

Application Wire Wire-webapp 2020-07-24 staging1 All All

Application Wire Wire-webapp 2020-08-06 staging0 All All

Application Wire Wire-webapp 2020-08-12 staging0 All All

Application Wire Wire-webapp 2020-08-12 staging1 All All

Application Wire Wire-webapp 2020-08-14 staging0 All All

Application Wire Wire-webapp 2020-08-18 staging0 All All

Application Wire Wire-webapp 2020-08-19 staging0 All All

Application Wire Wire-webapp 2020-08-21 staging0 All All

Application Wire Wire-webapp 2020-08-25 staging0 All All

Application Wire Wire-webapp 2020-08-26 production0 All All

Application Wire Wire-webapp 2020-09-02 staging0 All All

Application Wire Wire-webapp 2020-09-03 staging0 All All

Application Wire Wire-webapp 2020-09-04 staging0 All All

Application Wire Wire-webapp 2020-09-08 staging0 All All

Application Wire Wire-webapp 2020-09-11 production0 All All

Application Wire Wire-webapp 2020-09-17 staging0 All All

Application Wire Wire-webapp 2020-09-18 staging0 All All

Application Wire Wire-webapp 2020-09-21 production0 All All

Application Wire Wire-webapp 2020-09-28 staging0 All All
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Application Wire Wire-webapp 2020-09-29 production0 All All

Application Wire Wire-webapp 2020-10-01 staging0 All All

Application Wire Wire-webapp 2020-10-06 staging0 All All

Application Wire Wire-webapp 2020-10-07 production0 All All

Application Wire Wire-webapp 2020-10-07 staging0 All All

Application Wire Wire-webapp 2020-10-08 production0 All All

Application Wire Wire-webapp 2020-10-14 staging0 All All

Application Wire Wire-webapp 2020-10-15 staging0 All All

Application Wire Wire-webapp 2020-10-21 staging0 All All

Application Wire Wire-webapp 2020-10-21 staging1 All All

Application Wire Wire-webapp 2020-10-26 staging0 All All

Application Wire Wire-webapp 2020-10-27 staging0 All All

Application Wire Wire-webapp 2020-10-28 production0 All All

Application Wire Wire-webapp 2020-11-09 production0 All All

Application Wire Wire-webapp 2020-11-30 production0 All All

Application Wire Wire-webapp 2020-11-30 staging0 All All

Application Wire Wire-webapp 2020-12-10 staging0 All All

Application Wire Wire-webapp 2020-12-14 production0 All All

Application Wire Wire-webapp 2021-01-18 production0 All All

Application Wire Wire-webapp 2021-01-18 staging1 All All

Application Wire Wire-webapp 2021-01-27 staging0 All All

Application Wire Wire-webapp 2021-02-02 production0 All All

Application Wire Wire-webapp 2021-02-03 staging0 All All

Application Wire Wire-webapp 2021-02-04 staging0 All All

Application Wire Wire-webapp 2021-02-15 staging0 All All

Application Wire Wire-webapp 2021-02-17 production0 All All

Application Wire Wire-webapp 2021-02-18 staging0 All All

Application Wire Wire-webapp 2021-02-22 staging1 All All

Application Wire Wire-webapp 2021-02-26 staging0 All All

Application Wire Wire-webapp 2021-03-04 production0 All All

Application Wire Wire-webapp 2021-03-05 staging0 All All

Application Wire Wire-webapp 2021-03-10 staging0 All All

Application Wire Wire-webapp 2021-03-15 production0 All All

Application Wire Wire-webapp All All All All
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Reference Source Link

Release 2021-03-15-production.0 · wireapp/wire-webapp · GitHub MISC github.com

Entering code in App Lock modal sends input to conversation · Advisory · wireapp/wire-webapp · GitHub CONFIRM github.com

fix: Force focus on input elements in AppLock modal (#10704) · wireapp/wire-webapp@281f2a9 · GitHub MISC github.com

fix: Force focus on input elements in applock modals by AndyLnd · Pull Request #10704 · wireapp/wire-webapp · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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