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Summary

CVE CVE-2021-21402

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-03-23 20:15:00 UTC

Updated 2021-03-27 02:16:00 UTC

Description Jellyfin is a Free Software Media System. In Jellyfin before version 10.7.1, with certain endpoints, well crafted requests will allow arbitrary file read from a Jellyfin server's file system. This issue is more prevalent when Windows is used as the host OS. Servers that are exposed to the public Internet are potentially at risk. This is fixed in version 10.7.1. As a workaround, users may be able to restrict some access by enforcing strict security permissions on their filesystem, however, it is recommended to update as soon as possible.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Jellyfin Jellyfin All All All All

References

Reference Source Link Tags

Unauthenticated Arbitrary File Access · Advisory · jellyfin/jellyfin · GitHub CONFIRM github.com

Release Release 10.7.1 · jellyfin/jellyfin · GitHub MISC github.com

Merge pull request from GHSA-wg4c-c9g9-rxhx · jellyfin/jellyfin@0183ef8 · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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