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Summary

CVE CVE-2021-21424

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-05-13 16:15:00 UTC

Updated 2023-11-07 03:30:00 UTC

Description Symfony is a PHP framework for web and console applications and a set of reusable PHP components. The ability to enumerate users was possible without relevant permissions due to different handling depending on whether the user existed or not when attempting to use the switch users functionality. We now ensure that 403s are returned whether the user exists or not if a user cannot switch to a user or if the user does not exist. The patch for this issue is available for branch 3.4.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 33 All All All

Operating System Fedoraproject Fedora 34 All All All

Application Sensiolabs Symfony All All All All

References

Reference Source Link

[SECURITY] Fedora 34 Update: php-symfony3-3.4.49-1.fc34 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 33 Update: php-symfony4-4.4.24-1.fc33 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 34 Update: php-symfony4-4.4.24-1.fc34 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Prevent user enumeration in authentication mechanisms · Advisory · symfony/symfony · GitHub CONFIRM github.com

[SECURITY] Fedora 33 Update: php-symfony3-3.4.49-1.fc33 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 33 Update: php-symfony4-4.4.24-1.fc33 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

security #cve-2021-21424 [Security][Guard] Prevent user enumeration (… · symfony/symfony@2a581d2 · GitHub MISC github.com

[SECURITY] [DLA 3493-1] symfony security update MLIST lists.debian.org

[SECURITY] Fedora 34 Update: php-symfony3-3.4.49-1.fc34 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 34 Update: php-symfony4-4.4.24-1.fc34 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 33 Update: php-symfony3-3.4.49-1.fc33 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
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Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report

179643 Debian Security Update for symfony (CVE-2021-21424)

281124 Fedora Security Update for php (FEDORA-2021-121edb82dd)

281125 Fedora Security Update for php (FEDORA-2021-2d145b95f6)

281126 Fedora Security Update for php (FEDORA-2021-f3ad34aa9f)

281127 Fedora Security Update for php (FEDORA-2021-c57937ab9f)

6000143 Debian Security Update for symfony (DLA 3493-1)
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