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Summary

CVE CVE-2021-21431

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-04-09 16:15:00 UTC

Updated 2022-10-24 20:26:00 UTC

Description sopel-channelmgnt is a channelmgnt plugin for sopel. In versions prior to 2.0.1, on some IRC servers, restrictions around the removal of the bot using the kick/kickban command could be bypassed when kicking multiple users at once. We also believe it may have been possible to remove users from other channels but due to the wonder that is IRC and following RfCs, We have no POC for that. Freenode is not affected. This is fixed in version 2.0.1. As a workaround, do not use this plugin on networks where TARGMAX > 1.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mirahezebots Channelmgnt All All All All

Application Mirahezebots Sopel-channelmgnt All All All All

References

Reference Source Link

sopel-plugins.channelmgnt · PyPI MISC pypi.org

[SECURITY] Release 2.0.1 (#65) · MirahezeBots/sopel-channelmgnt@7c96d40 · GitHub MISC github.com

Merge pull request from GHSA-23c7-6444-399m · MirahezeBots/sopel-channelmgnt@6433883 · GitHub MISC github.com

Improper Input Validation in sopel-plugins.channelmgnt kick/ban logic · Advisory · MirahezeBots/sopel-channelmgnt · GitHub CONFIRM github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

982804 Python (pip) Security Update for sopel-plugins.channelmgnt (GHSA-23c7-6444-399m)
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