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CVE CVE-2021-21571
State PUBLIC
Assigner secure@dell.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-06-24 17:15:00 UTC
Updated 2021-07-02 14:27:00 UTC
Description Dell UEFI BIOS https stack leveraged by the Dell BIOSConnect feature and Dell HTTPS Boot feature contains an improper

/ ]
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Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Dell Alienware M15 R6 - All All All
Operating System Dell Alienware M15 R6 Firmware All All All All
Hardware Dell Chengming 3990 - All All All
Operating System Dell Chengming 3990 Firmware All All All All
Hardware Dell Chengming 3991 - All All All
Operating System Dell Chengming 3991 Firmware All All All All
Hardware Dell G155510 - All All All
Operating System Dell G15 5510 Firmware All All All All
Hardware Dell G15 5511 - All All All
Operating System Dell G15 5511 Firmware All All All All
Hardware Dell G3 3500 - All All All
Operating System Dell G3 3500 Firmware All All All All
Hardware Dell G5 5500 - All All All
Operating System Dell G5 5500 Firmware All All All All
Hardware Dell G7 7500 - All All All
Operating System Dell G7 7500 Firmware All All All All
Hardware Dell G7 7700 - All All All
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375659 Dell Client Platform BIOSConnect and HTTPS Boot Multiple Vulnerabilities (DSA-2021-106)
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