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CVE-2021-2161

PUBLIC

secalert_us@oracle.com

CVE-2021-2161

MITRE NVD

CVE Program / NVD first with legacy fallback

2021-04-22 22:15:00 UTC

2023-11-07 03:32:00 UTC

CVE.ORG

Print: PDF %5

Vulnerability in the Java SE, Java SE Embedded, Oracle GraalVM Enterprise Edition product of Oracle Java SE (componet

Risk And Classification
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Problem Types: NVD-CWE-noinfo
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Application Oracle Openjdk 8 update242 All All
Application Oracle Openjdk 8 update25 All All
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Application Oracle Openjdk 8 update51 All All
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[SECURITY] Fedora 34 Update: java-11-openjdk-11.0.11.0.9-0.fc34 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 32 Update: java-11-openjdk-11.0.11.0.9-0.fc32 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 34 Update: java-1.8.0-openjdk-1.8.0.292.b10-0.fc34 - package-announce - Fedora Mailing-Lists
CVE Program record

NVD vulnerability detail

/ |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

174943 SUSE Enterprise Linux Security Update for java-11-openjdk (SUSE-SU-2021:1314-1)

174994 SUSE Enterprise Linux Security Update for java-11-openjdk (SUSE-SU-2021:1554-1)

178563 Debian Security Update for openjdk-11 (DSA 4899-1)

178646 Debian Security Update for openjdk-8 (DLA 2634-1)

281089 Fedora Security Update for OpenJDK 11.0.11 Security Update for Fedora 33 (FEDORA-2021-6eb9bbbf0c)
281090 Fedora Security Update for OpenJDK 8u292 Security Update for Fedora 32 (FEDORA-2021-f71b592e07)
281269 Fedora Security Update for java (FEDORA-2021-65aa196¢14)

281270 Fedora Security Update for java (FEDORA-2021-6eb9bbbf0c)

281271 Fedora Security Update for java (FEDORA-2021-25b47f16af)

281272 Fedora Security Update for java (FEDORA-2021-8b80ef64f1)

281273 Fedora Security Update for java (FEDORA-2021-f71b592e07)

296067 Oracle Solaris 11.4 Support Repository Update (SRU) 33.94.0 Missing (CPUAPR2021)

375477 Oracle Java SE Critical Patch Update - April 2021 (CPUAPR2021)

375604 IBM WebSphere Application Server Java SDK vulnerability (6454853)



https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/5ACX4JEVYH6H4PSMGMYWTGABPOFPH3TS/
https://www.debian.org/security/2021/dsa-4899
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/CG7EWXSO6JUCVHP7R3SOZQ7WPNBOISJH/
https://docs.azul.com/core/zulu-openjdk/release-notes/april-2021.html#fixed-common-vulnerabilities-and-exposures
https://lists.debian.org/debian-lts-announce/2021/04/msg00021.html
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/CFXOKM2233JVGYDOWW77BN54X3GZTIBK/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/CG7EWXSO6JUCVHP7R3SOZQ7WPNBOISJH/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/MAULPCQFLAMBJIS27YLNNX6IHRFJMVP4/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/MVDY4T5XMSYDQT6RRKPMRCV4MVGS7KXF/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/MVDY4T5XMSYDQT6RRKPMRCV4MVGS7KXF/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/UD3JEP4HPLK7MNZHVUMKIJPBP74M3A2V/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/5ACX4JEVYH6H4PSMGMYWTGABPOFPH3TS/
https://www.cve.org/CVERecord?id=CVE-2021-2161
https://nvd.nist.gov/vuln/detail/CVE-2021-2161
http://cve.report/qid/174943
http://cve.report/qid/174994
http://cve.report/qid/178563
http://cve.report/qid/178646
http://cve.report/qid/281089
http://cve.report/qid/281090
http://cve.report/qid/281269
http://cve.report/qid/281270
http://cve.report/qid/281271
http://cve.report/qid/281272
http://cve.report/qid/281273
http://cve.report/qid/296067
http://cve.report/qid/375477
http://cve.report/qid/375604

375816 Azul Java Multiple Vulnerabilities Security Update April2021

375985 Amazon Corretto Critical Patch Update (APR2021)

376191 IBM Data Studio Client Security Update (6523374)

376423 Adopt OpendDK Vulnerability Advisory: 2021/04/20

378129 Red Hat OpendDK 8u292 Windows Builds release and Security Update (RHSA-2021:1445)

378133 Red Hat OpenJDK 11.0.11 Security Update for Windows Builds (RHSA-2021:1447)

501892 Alpine Linux Security Update for openjdk7

670542 EulerOS Security Update for java-1.8.0-openjdk (EulerOS-SA-2021-2300)

670577 EulerOS Security Update for java-1.8.0-openjdk (EulerOS-SA-2021-2335)

670631 EulerOS Security Update for java-1.8.0-openjdk (EulerOS-SA-2021-2389)

671053 EulerOS Security Update for java-1.8.0-openjdk (EulerOS-SA-2021-2587)

710615 Gentoo Linux Open Java Development Toolkit (OpendDK) Multiple Vulnerabilities (GLSA 202209-05)

730121 McAfee Web Gateway Multiple Vulnerabilities (WP-3484,WP-3744,WP-3745,WP-3746,WP-3747 , WP-3793,WP-3800)

750193 OpenSUSE Security Update for java-1_8_0-openj9 (openSUSE-SU-2021:0776-1)

750215 OpenSUSE Security Update for java-11-openjdk (openSUSE-SU-2021:0719-1)

750654 SUSE Enterprise Linux Security Update for java-1_8_0-openjdk (SUSE-SU-2021:1980-1)

750656 SUSE Enterprise Linux Security Update for java-1_8_0-openjdk (SUSE-SU-2021:1989-1)

750722 OpenSUSE Security Update for java-1_8_0-openjdk (openSUSE-SU-2021:0933-1)

750799 OpenSUSE Security Update for java-1_8_0-openjdk (openSUSE-SU-2021:1989-1)

750803 OpenSUSE Security Update for java-1_8_0-openj9 (openSUSE-SU-2021:1666-1)

750983 SUSE Enterprise Linux Security Update for java-1_8_ 0-openjdk (SUSE-SU-2021:2797-1)

750988 SUSE Enterprise Linux Security Update for java-1_8_ 0-openjdk (SUSE-SU-2021:2798-1)

751006 OpenSUSE Security Update for java-1_8_0-openjdk (openSUSE-SU-2021:1176-1)

751010 OpenSUSE Security Update for java-1_8_0-openjdk (openSUSE-SU-2021:2798-1)

751121 SUSE Enterprise Linux Security Update for java-1_7_0-opendava Development Toolkit (SUSE-SU-2021:3007-1)

751326 OpenSUSE Security Update for java-1_8_0-openj9 (openSUSE-SU-2021:1455-1)

751329 OpenSUSE Security Update for java-1_8_0-openj9 (openSUSE-SU-2021:3615-1)
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http://cve.report/qid/375816
http://cve.report/qid/375985
http://cve.report/qid/376191
http://cve.report/qid/376423
http://cve.report/qid/378129
http://cve.report/qid/378133
http://cve.report/qid/501892
http://cve.report/qid/670542
http://cve.report/qid/670577
http://cve.report/qid/670631
http://cve.report/qid/671053
http://cve.report/qid/710615
http://cve.report/qid/730121
http://cve.report/qid/750193
http://cve.report/qid/750215
http://cve.report/qid/750654
http://cve.report/qid/750656
http://cve.report/qid/750722
http://cve.report/qid/750799
http://cve.report/qid/750803
http://cve.report/qid/750983
http://cve.report/qid/750988
http://cve.report/qid/751006
http://cve.report/qid/751010
http://cve.report/qid/751121
http://cve.report/qid/751326
http://cve.report/qid/751329
https://cve.report/

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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