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CVE CVE-2021-21615
State PUBLIC
Assigner jenkinsci-cert@googlegroups.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-01-26 18:16:00 UTC
Updated 2023-10-25 18:16:00 UTC
Description Jenkins 2.275 and LTS 2.263.2 allows reading arbitrary files using the file browser for workspaces and archived artifacts du

/ |
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Risk And Classification

Problem Types: CWE-367

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Jenkins Jenkins All All All All

Application Jenkins Jenkins All All All All

Application Jenkins Jenkins All All All All

Application Jenkins Jenkins All All All All
References

Reference Source Link Tags

oss-security - Vulnerability in Jenkins MLIST www.openwall.com Mailing List, Third Party Advisory

Jenkins Security Advisory 2021-01-26 CONFIRM www.jenkins.io Vendor Advisory

CVE Program record CVE.ORG WWWw.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

501587 Alpine Linux Security Update for jenkins

770050 Red Hat OpenShift Container Platform Security and Packages Update 4.6.17 (RHSA-2021:0423)


https://cve.report/
https://cve.report/CVE-2021-21615/mitre
https://cve.report/CVE-2021-21615/nist
https://cve.report/CVE-2021-21615/cve_org
https://cve.report/CVE-2021-21615.pdf
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://www.openwall.com/lists/oss-security/2021/01/26/2
https://www.jenkins.io/security/advisory/2021-01-26/#SECURITY-2197
https://www.cve.org/CVERecord?id=CVE-2021-21615
https://nvd.nist.gov/vuln/detail/CVE-2021-21615
http://cve.report/qid/501587
http://cve.report/qid/770050

770051 Red Hat OpenShift Container Platform 4.5.33 Packages and Security Update (RHSA-2021:0429)
770099 Red Hat OpenShift Container Platform 4.5 Security Update (RHSA-2021-0429)

770122 Red Hat OpenShift Container Platform 4.6 Security Update (RHSA-2021-0423)
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