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Summary

CVE CVE-2021-21966

State PUBLIC

Assigner talos-cna@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-02-16 17:15:00 UTC

Updated 2022-07-21 11:22:00 UTC

Description An information disclosure vulnerability exists in the HTTP Server /ping.html functionality of Texas Instruments CC3200 SimpleLink Solution NWP 2.9.0.0. A specially-crafted HTTP request can lead to an uninitialized read. An attacker can send an HTTP request to trigger this vulnerability.

Risk And Classification

Problem Types: CWE-908

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Ti Cc3100 - All All All

Operating System Ti Cc3100 Firmware All All All All

Hardware Ti Cc3120 - All All All

Hardware Ti Cc3130 - All All All

Hardware Ti Cc3135 - All All All

Hardware Ti Cc3200 - All All All

Operating System Ti Cc3200 Firmware All All All All

Hardware Ti Cc3220r - All All All

Hardware Ti Cc3220s - All All All

Hardware Ti Cc3220sf - All All All

Hardware Ti Cc3230s - All All All

Hardware Ti Cc3230sf - All All All

Hardware Ti Cc3235s - All All All

Hardware Ti Cc3235sf - All All All

Application Ti Simplelink Cc32xx Software Development Kit All All All All

References

https://cve.report/
https://cve.report/CVE-2021-21966/mitre
https://cve.report/CVE-2021-21966/nist
https://cve.report/CVE-2021-21966/cve_org
https://cve.report/CVE-2021-21966.pdf
http://cve.report/vendor/ti
http://cve.report/software/ti/cc3100
http://cve.report/vendor/ti
http://cve.report/software/ti/cc3100_firmware
http://cve.report/vendor/ti
http://cve.report/software/ti/cc3120
http://cve.report/vendor/ti
http://cve.report/software/ti/cc3130
http://cve.report/vendor/ti
http://cve.report/software/ti/cc3135
http://cve.report/vendor/ti
http://cve.report/software/ti/cc3200
http://cve.report/vendor/ti
http://cve.report/software/ti/cc3200_firmware
http://cve.report/vendor/ti
http://cve.report/software/ti/cc3220r
http://cve.report/vendor/ti
http://cve.report/software/ti/cc3220s
http://cve.report/vendor/ti
http://cve.report/software/ti/cc3220sf
http://cve.report/vendor/ti
http://cve.report/software/ti/cc3230s
http://cve.report/vendor/ti
http://cve.report/software/ti/cc3230sf
http://cve.report/vendor/ti
http://cve.report/software/ti/cc3235s
http://cve.report/vendor/ti
http://cve.report/software/ti/cc3235sf
http://cve.report/vendor/ti
http://cve.report/software/ti/simplelink_cc32xx_software_development_kit


Reference Source Link Tags

Access Denied MISC www.ti.com Vendor Advisory

TALOS-2021-1393 || Cisco Talos Intelligence Group - Comprehensive Threat Intelligence MISC talosintelligence.com Broken Link

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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