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assanvancLranunsuetian  Gertain versions of Vrealize Business For Cloud from Vmware contain
' the following vulnerability:

VMware vRealize Business for Cloud 7.x prior to 7.6.0 contains a
remote code execution vulnerability due to an unauthorised end point.
A malicious actor with network access may exploit this issue causing
unauthorised remote code execution on vRealize Business for Cloud
Virtual Appliance.

CVE-2021-21984 has been assigned by [ security@vmware.com to track the vulnerability - currently rated as severity.

CVSS3 Score: 9.8- CRITICAL

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE_ [NONE
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ HIGH | [ HIGH | [ HIGH |
CVSS2 Score: 7.5-HIGH
Access Access Authentication
Vector Complexity
Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link
VMSA-2021-0007 BB MISC www.vmware.com/security/advisories/VMSA-2021-0007.html

Not Archived
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https://cve.report/CVE-2021-21984/nist
https://cve.report/CVE-2021-21984/cve_org
https://cve.report/CVE-2021-21984.pdf
http://cve.report/software/vmware/vrealize_business_for_cloud
http://cve.report/vendor/vmware
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2021/https://www.vmware.com/security/advisories/VMSA-2021-0007.html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type

Application

Vendor

Vmware

Product Version Update Edition

Vrealize Business For Cloud All All All

Lk Rk kR Rk k.

cpe:2.3:a:vmware:vrealize_business_for_cloud:*:*:*:*:*:*:*:*:

Language

All

No vendor comments have been submitted for this CVE
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Title

"The security vulnerability is tracked as CVE-2021-21984, and it impacts virtual appliances
running VMware vRealize... twitter.com/i/web/status/1...

CVE-2021-21984: VMware vRealize Business for Cloud remote code execution vulnerability
meterpreter.org/cve-2021-21984... #info #news #tech

? Vulnerabilidad critica #RCE en #VMware vRealize Business for Cloud - CVE-2021-21984 -
Gravedad CVSSv3 de 9,8 ?... twitter.com/i/web/status/1...

From @VMwareSRC : Today we released a new Critical Severity VMware Security Advisory.
Check out : CVE-2021-21984 vmware.com/security/advis...

It's not just Cisco. #VMware has released patches to fix a critical severity flaw (CVE-2021-21984,
CVSS score: 9.... twitter.com/i/web/status/1...

#VMware has released #cybersecurity updates to address a critical severity vulnerability (CVE-
2021-21984) in... twitter.com/i/web/status/1...

"It's not just Cisco. #VMware has released patches to fix a critical severity flaw (CVE-2021-21984,
CVSS score: 9... twitter.com/i/web/status/1...

VMware a publié des mises a jour de sécurité pour corriger une vulnérabilité critique (CVE-2021-
21984) dans vRealiz... twitter.com/i/web/status/1...

Rilevate vulnerabilita in: » VMware vRealize Business CVE-2021-21984 ? Possibili impatti:RCE
A Rischio: ? ?... twitter.com/i/web/status/1...

#News CVE-2021-21984: VMware vRealize Business for Cloud remote code execution
vulnerability: VMware vRealize Busin... twitter.com/i/web/status/1...

VMware vRealize Business for Cloud VMSA-2021-0007 CVSSv3 Range: 9.8 Issue Date: 2021-05-

05 CVE(s): CVE-2021-21984... twitter.com/i/web/status/1...

A VMware publicou nesta quarta-feira (5) a correcao para a vulnerabilidade critica CVE-2021-
21984 (CVSS 9.8) no VM... twitter.com/i/web/status/1...

VMware vRealize Business for Cloud® 7 v 75— kI, UE— +J— RETORFHECTNLE
9 (CVE-2021-21984 ) vmware.com/security/advis...
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